Xerox® EC8131 Color MFP Configuration Report

Printed 01 Jun 13, 2025 01:10PM

Xerox-

Commpn User Data Connectivity
Maoching Name: Xerax ECB131 Color MFP (AB:CF:22) Mobile Workflows
iPv4 Address: 10.61.16.68 AirPrint Printing: Enabled
Machind Serial Number: MQ5010512 Mapria Printing: Enpbled
Fax Lineft AirPrint / Moprio Scanning Enabled
Maching URL: hup:#1.61.16.68 Authentication Required: Disabled
Maching Activation Date: Nov 18, 2020 21:42:12 Physical Connections
Black Impressions; 10893 US5B Settings
Celor Imjpressions: 28785 USB Type A Poits All Enabled
Total Imjpressions: 39678 USE Type B Port Disabled
. ) Wired: Encbled
Machipe Profile Ethernet MAC Address: 9¢:93:4e:08:F:22
Xeiox Agset Tag: Ethernet Speed/Ouplex Setting: aute
Customér Asset Tag: Wireless: Disabled
Service fhone Numnber: Wireless MAC Address:
Customer Support Number: Network Name (SS1D):
Supplie Phone Number; BSSID:
Systemn Administrator: Not set Secunty Mode:
Maching Location; machine location not set Encryption Algorithm:
Manaped 8 Status:
Primor? MB Seryver: Wi-Fi Direct: Enabled
Wireless Hardware: Not Installed
Machine Hardware Wi-Fi Protected Setup™ {WPS) Name:
Access Point (SS10):
= t Pr
Eux Car . p oL Show Password on Device Touch Sereen:
ax Mernory Size: 0 MB NFC: Disabled
Ezlfilcg:ﬂ :,:: rsf:::.e corct: :g;gr;s;nt iBeacon {Bluetoath®) for AirPrint Di... Enabled
Device Storage Size: used=3392MBftotals128035MB {55D) e e
EPC Meqory Size: 900 MB iB::cz?\ IP A d(l;:ss' i3
Finisher [Type: Cffsetting Catch Tray i
Finisher Punch: None
Finisher Folder: not present Protocols
Multi-fded Detection Kit: Not Installed TCP/IPv4: Er{;uabled
IPva Address; 10.61.16.68
Genergl Setup Subnet Mask: 255.255.255.0
Remate Services: Enabled Router/Gateway: 10.61.16.1
Remote Software Downlaad: Enabled 3‘:3;";"‘: Addressing: 11):::) -
Rernote [Services Trans, Time: 20045 aTver i
Xerox Workplace Cloud Enobled ggg:;?sej:ﬂ?“m g"si‘;"l‘ eio 12:52:28 2025
E-moil Alerts: Disabled el 3 L
Se:i:‘e l::'n: Sold Self Assigned Address State: Enabled
Billing [mpression Mode: Al Impressions Tz:ell; ﬁ‘ss‘egﬁj Address: !
Geogroghic Region: Western Hemisphere g nabler
G:AO'I?OfF 'sel: 5 00:00 Link Local Address: feB0:9e93.4eff feaBicf22
Cloning fnstallation Allowed {Encsypted Files Cnly) ;J:?tRlW‘eG’ lz‘-'bzrg;‘:‘ Prefi:: Enabled
File Sha(in Enabled LS [ -
181G2 ¢ Lossless ;tutele::g;obal Address 2:
Energy Saver e
Deeepg leep: Disabled DHCP Addressing; Use DHCP as directed by o router
Energy Saver Mode: Job Activated DHCP Address: £d00:0:2:116:c04:a710:1 cee:93¢ee
Sma Proximit.y Sensor Default Gateway: feB0:8afe:SdFf fe75:0282
W F——" DUID (DHCP Urique 1dentifiert: 00019001 2fdedbB%9c9 Jaeadcf22
'ake pn Arrival; Enabled DNS SettingS'
I : Disabled X
skep pQepdiuxe = Requested Host Name; XRX9C9ILEABCF22
Softwiire Versions Verified Hast Nama;
R in N 1
Device Joftware: 122.041.005 15400 V‘;ﬁ;’:ﬁe:uz::“’:'umz’_“e
Patch Yersion: None )
Multicast DNS: Enabled
et o Conualier f 2200515500 Release DHCP Leases and DNS Registrat Disabled
Ul Pang] Firmware: 003.004.00000 Primary DNS Server: 1061716
Marking Engine: 030.045.000 Prefer IPv6 DNS over [Pvé: Enabled
Documgnt Feeder: 023.026.000 Bonjour:
- P eootog Boryour Printer Nome: Xerox €C8131 Color MFP [ARCF22]
Sconnel 016026013 H;I'I'P:T " o i
Mach|ne Upgrades: Allowed l::e raffic over Secure Connection (H.. E:aued
Last Sgccessful Upgrade: June 11, 2025 15:18:14 SNMP
Media Tr: SNMP v1iv2 Enabled
Q Trays ) SNMP v3: Disabled
Tray 1 Plam, White and A4 {210 x 297 mm) LPR/LPD: Enabled
Tray 2 Plain, White and A4 {210 x 297 mm) R P P intina: e
Tray 3 Plain, White and A4 {210 x 297 mm) I.S:P ninting: Enabled
Tray &4 Plain, White and A4 {210 x 297 mm)}
B;-p)::ss ray: Plain, White and x=630mm, y=320rmm LOAP Server 1 Primary LOAP Address: 1061.23.93:38%
LDAP Server 1 Search Directory Root; crisusers;de=tls 3;dcscom
LDAP Server 1 Secure Connection {LDA.., Disabled
LDAP Server 1 Validate Server Certificate., Disabled
SMTP
Installed Options SMTP Server 1061.10.8.25
P Installed Connect Encryption (TLSE: No Encryption
3 Validate Server Certificate (TLS)
SMTP Authentication Type: Basiz Auth with SMTP
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Xerox

Prot {cant )
POF!
POP3 Server: 0000110
POP3 Secure Connection {TLS): Disabled
POP3 Validate Server Centificate:
£-moil Addreas:
NTP] Disabled
FTP Client: Enabled
FTP Client Mode: Passive
Web ices on Device: Enabled
Apps
Printing
donner Sheet: Erabled
Error|Sheets: Enabied
Papef Substitution: Enabled
Tray Prienty: 12345
Post$aript Installed
Leyel: 3
Version: onam
PCL
Veysion: &
Foht Name: Courier
Custpm Color Tables Enabled
Labei: Not Installed
Fax: Not Present
Fax Uinel:
Fax Uine2:
Server Fax: Enabled
Repdsitary Protocol: SMTP

Repository Server:
Repasitory Document Path;

10.61.11.83:25

Worldflow Scanning: Enabled
Email: Enabled
Scan fto Mailbox: Enabled
Stordge Capacity {MB): 23443 MB
Stergge Used {(MB}): 1275 MB
Cleatup of Public Folders: Enabled
Cleagup of Created Folders: Enabled
Cleagup Time; Caily
Scanto Home: Disabled
Scan(To: Enabled
Cloud Services: Disabled
Print {From: Enabled
Savef Jobs for Reprint: Enabled
Prnt|From USB Enabled
Print{From MailBox: Disabled
Cloud Services: Disabled
Accounting
Accourging Mode: None
Netwofk Accounting: Disabled
Security
Authgntication Configuration
Mochine UI Authentication: Locally on the Device
Hgme: Unlocked
lobs: Unlocked
Davice: Unlocked
Devige Website Authentication: Lacally on the Device
Authprization: Lacally on the Device
Retsipve E-mail from LDAP: Enabled
Authentication Server: Disabled
Xerox Secure Access: Disabled
Audif Log: Enabled
IP Sex: Disabled
IP Filtering: Disabled
Securtity Certificates
Madlyine Certificate Signed
Roct[Certificates Instalted: 53
802. 1 Disabled
Job Oata Removal;
Schefluled: Disgbled
FIPS [140-3: Disabled
TLS: TLS1.2and TLS 1.3
TLS Hash. SHA-1. $HA- 256 and above
Trellix Embedded Control: Enhanced Security

2017-2019 Xerox Corporatian. All Rights Reserved. Xerox® is a wademark of Xerox Corporation in the Urnted States and/or other countnes. Adabe and PostScript are either registered trademarks of trademarks of Adaobe

in the United States andior cther countries. AirPrint. Bonjour and iBeacan are trademarks of Apple Inc, registered in the U.S, and ather countries. The Biuetooth® word mark is a registered tradematk owned by the

Bluetanth SIG, Inc. and any use of such marks by Xeeox 1s under icense. Kesberos 1 & tiademark of the Massachusetts Institute of Technology (MIT). Mopria is a trademark of Mopria Alliare. Inc. PCL is a trademark of the
Hewlett-Packard Company. Trellix is o tredemark of Musarubra US LLC. Wi-Fi® and Wi-Fi Direct® are 1egistered trademarks of Wi-Fi Allionce®. Wi-Fi Protected Setup™, WPA™ WPA2™ and WPA3™ ore trademarks of

Wi-Fi Alliance®. Page 2
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Configuration Report
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Xerox:

Commen User Data
MachineName:
IPvi Addyess:
Machine[Seriol Number:
Fax Line ]
MachanefURL;
MachinelActivation Date:
Black Impressions:
Color Impressions:
Total [ml:ressions:

Machine Profile
Xerox Aspet Tag:
Customey Asset Tag:
Service Phone Number:
Customer Support Number
Supplies Phone Nurmber:
System Administrator
Machine] Location:
Managed By

Primary MB Server:

Machife Hardware

Fax Card
Fax Mergory Size:
Forergn {nterface Card:
Device RMM Size;

Device Sforage Size:

EPC Merhory Size:
Finisher Fype:

Finisher Punch:

Firusher Felder:
Multi-fepd Detecuon Kit:

Genergl Setup
Remote bervices:
Remote foftware Download.
Rernate pervices Trans. Time:
Xerox Wprkplace Cloud
E-mail Alerts:
Service Hlan:
Billing Impression Mode:
Geograghic Region:
Startup Conifig Report.
GMT Offset
Claring [nstollation

Allow Print Submission af Clone Files:

File Shogng
181G2
Energy Saver
Deep Sleep:
Energy Saver Mode:
Sleeq) Mode Timer
Autol-Off:
Smart| Proximity Sensor
Woke fn Asrival
Sleep ¢n Departure:
Maxinfize Detection Rangs:

Software Versions

Daewic e Software:

Patch Version;

Netword Controlier

Ul Panef Firmware;

User Intprface:

MarkinglEngine:

Copy Cantrofler:

Cocumant Feeder:

Finisher

Fox;

s

Scannerf

Softwarg Upgrade:

Tray -

Tray 3:

Tray &

Machine Upgrades:
Last Syceessful Upgrade:
Schedpled Auta Upgrades:
Auta Upgrade Start Time:
Aute Fpgeade Server.

Media Trays
Tray 1:
Tray 2:
Teay 3:
Tray 4:
Bypass Jray:

Xerox EC8131 Color MFP (A8.CF:22}
10.61.16.68
MQ5010512

http:/110.61.16 68
Nov 18,2020 21:42:12
10893

28785

39678

Not set
machine location not set

Not Present
oMB

not present
4096 MB

wsed=3392MB/total=128035MB (S50}

900 MB

Offsetting Catch Tray
None

not present

Not Installed

Engbled

Enabled

20045

Enabled

Disabled

Sold

A4 Impressions
Western Hemisphere
Disabled

00:00

Allowed (Encrypted Files Only}
Disabled

Enobled

Lassless

Disabled

lob Activated
 minutes
Disabted

Enabled
Disabled
Disabled

122.043.005.15400
None
12204315400
003.004.00000
122.043.15400
030.045.000
122.343.15400
023.026.000
000.000.000
000.000.000
122.005.15400
016024013
122.043.15400

Allowead

lune 11,2025 151814
Enabled

Daity

1061.8.116:21

Plain, White and A4 (210 x 297 mm}
Plain. White and A4 {210 x 297 mm)
Plain, White and A4 (210 x 297 mm)
Plain, White and A4 {210 x 297 mm)

Ptain, White ond x+630mm, y=320mm

Connectivity

Maobile Workflows
AirPrint Printing:
Mepria Printing:
AirPrint / Mopria Scanning
Auzhenticanion Hequirsd:
Universal Print:

Universal Print Registration Status:

Physical Connections
USB Settings
USE Type A PanLs
USB Type B Port
Wired:
Ethermet MAC Address.
Ethernet Speed/Duplex Setting:
Wiretess:
Wireless MAC Address:
Network Name (SSI0):
BSSID:
Security Mode;
Encryption Algorithm:
Status:
Wi-Fi Direct:
Wireless Hordware:

Wi-Fi Protected Setup™ (WPS) Name:

Connection Method:
Subnet Prefix Address:
Access Point {S5ID);

Show Password an Device Touch Scigen;

NFC:

iBeacon {Bluetcoth®) For AirPrint Di...

1Beacan Hardware;
Bluetaoth Device Address:
1Beacon 12 Address:

Protocols

TCP/IPv4:
1Pva Address:
Subnet Mask:
Router/Gateway:
Automnatic Addressing:
DHCP Server
DHCP Lease Expiration:
BOOTP Broadeast:
Self Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Supplied Prefix:
Statetess Global Address 1:
Stateless Global Address 2:
Manual Address:
DHCP Addressing:
DHCP Address:
Default Gateway:
DUID (DHCP Unique [dentifier):
DNS Settings:
Requested Host Name:
Verified Host Name:
Requested Domein Name:
Verified Domain Nome:
Muylticost DNS:

Release DHCP Leases and DNS Registrats..

Primary DNS Server:
Alternate DNS Server 1:
Alternate DNS Server 2:
DNS Connection Timeout
Mgppend Davice Domain:
Append Parent Demains:
DNS Domain Search Lise
Prefer IPv6 DNS over IPva:

Installed Options

PS:

Enabled
Engbled
Enabled
Disabled
Disabled
Not Registered

All Engbled
Disabled
Enabled
9c:93:4e08:0f:22
auto

Disabled

Engbled
Not Installed

Disabled
Enabled
Not Installed

Enabled

10.61.1668
255.255.255.0
1061161

DHCP

10.61.13.223

Fri Jun 2012:52:28 2025
Disabled

Enabled

Enabled
fe80:9e93:4eff feaBicf22
Enabled

Use DHCP as directed by a router
fd0:0:2:116:c04:0710:1¢cc:93¢e
feB0:8afc:Sdff-fe75:¢282
Q0010001 2fdedb899c934eaBel22

XRXSCII4EABCF22

Engbted

Disabled

1061716

10.61.1056

1061.2.15

3

Encbied

Disabled

10.61.10.6, 1061.10.7. XEROXQACOM.,
Enabled

Installed
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Xerox

Proti {cont.}
Bonjpur:
hjour Printer Narme:

Poft Number:

Folce Traffic aver Secure Connection (H...
Sefure HTTP Part Number;

Prgxy Server:

Pigxy Server Address:

Sefure [PP Mode:
1PF Netwark Path;
SNMPP
SNMP vidv2:
SNIMP v3.
LPR/LPD:
Poft Number:
POL Switching:
POV Banner Override:
Raw [P Printing:
‘Pojt Number 1:
Bidirectional:
Enfl of Jab Timeaout:
POL Switching

LOAP Server 1 Friendly Nome:

LDWP Server 1 Primary LDAP Address:

LOWP Server 1 Alternate LOAP Address.

LOWP Sesver 1 Search Directory Root:

LDWP Server 1 Secure Connection [LDA..

LOWP Server 1 Volilate Server Certificate...
SMTP

SMTP Server:

Cannect Encryption (TLS):

Vhdate Server Certsficate (TLSk

Ma@x Message Size (KB):

Nudmber of Fragments:

Tegal Job Size (KB):

Job Splitting Boundary:

Credentials for Auto E-mails:

Cipdentials for Walkup User:

SMTP Authentication Type:

PQP3 Server:

PQP3 Secure Connection (TLS!
E-mnal Address:

PQP3 Validate Server Certificate:
Rexeipt of E-mail via POP3:
Sefd Canfirm on Request:
Infoming E-mail cover sheet:

Primary Server:
Alternate Server:

FTP [lient:

FIP Client Mode:

Weby Services on Device:
W -Discovery:
Wh-Discovery Multigast:
Wh-Print:

Wh-5can:

Web| Services

Capy Submission:

Digital Certificate Management and Securi..,

Exjensible Service Registration:
Job Limits:

Job Monogement Extension:
Dgvice Configuration:

Schin Submission:

Scphn Workflow Management:
Seksion Data:

Usger Interfoce Configuration:
EIP Prony Configuration:

Xerox Secure Access:

EiP SNMP Configuration:

Print Submission:

Scan Template Mgmt:

Mass Storage Access:

Cayd Reader Access:
Authentication & Accounting Configur...
Export Audit Log:

Tigllix Embedded Control:

Apps
Xerox EC8131 Color MFP (AS:CF:22) Printing
Enobled Bonner Sheet:
a0 Sys/Seart Job:
Hn Delete Held Jahs Afrer
wal Enor Sheets:
Manual Paper Substitution:
10.177.8.91:8080 Tray Priority:
Enabled Default Copies:
IPP and Secure [PPS Defoult Job Type:
http:#10.61 16.68:631 Default Paper Size:
Default Paper Color:
Enabled Default 2 Sided Printing:
Disabled Defaclt Output Tray:
Enabled Default Qutput Color:
515 Default Colloted Sets:
Disabled Default Stapling:
Disabled Offsetting Between Jobs:
Enabled PostScript
9100 Level:
Disabled Version:
30 Image Quality:
Disabled PCL
Version:
nantha Pitch Size:
10.61,23.93:389 Point Size:
0.£0.00:389 Font Nama:
cn=users;destis1 3dczcom Lines Per Page:
Disabled Custom Color Tables
Disabled Label:
Fax:
10.6110.8:25 Fax Linel1:
No Encryption Fax Line2:
Server Fax:
312 Confirmation Sheet:
50 Delay Start:
200000 Repository Protocol:
Page Boundary Repository Server
:0“9 Repository Document Path:
one P
Basic Auth with SMTP W;:l:fl";\:oft;g;?mg.
Default Repositary Pratocol:
0000:110 Defoult Repositori Server:
Dusabled Default Repasitory Document Path,
Default Repository Login Credentials:
i Alt1 Repository Protocol.
Discbled Alt1 Repository Server:
Eaoaicd Alt1 Repasitory Decument Path:
el Alt1 Repository Lagin Credentials:
D'”ble‘d Warkflow Pool Protocol;
e Warkflow Pool Server:
¢.00.0:123 Workflow Poot Path:
Disabled Emait:
E::g:f: Default From Address:
Enabled Confirmation Sheet:
Enabled Auto Send to Self:
Enabled E-mail Securit.y'.
Encbled Scan to Mailbox:
Enabled Vigw Mailboxes by Default:
Storage Copacity (MB):
Storage Used (MB):
::::2: Cleanup of Public Folders:
Enabled Cleonup of Created Folders:
Enabled Cleanup Time:
Enabled Scan to Home:
Erabled Friendly Name:
Enabled Workftow Mame;
Enabled Auto Create Subdir:
Enabled Append User Name te Put_h:
Enabled Auto Create User Name Dir!
Enabled Scan To:
Disabled Cloud Services:
Enabled Print From:
Enabled Saved Jobs for Reprint:
Enabled Print From USB:
Enabled Print From MailBox:
Enabled Cloud Services:
Enabled
Enabled
Enabled

Enabled

Disabled

3 Doy's) 0 Hourfs) 0 Minutets!
Enobled

Enabled

12345

1

Natmal Print
x=210mm, y+ 297mm
White

2 Sided

Main Tray

LColor

Ennbled

Not Avarlable

Offset Between Jobs
Installed

3

om

Standard

[

1000

1200
Courier

64

Enabled

Not Instatled
Not Present

Enabled

Errors Only
Disabled
SMTP
1061118325

Encbled

Evrors Qnly

SMB
10.61.23.70:445
Device

SMB

0.000:0

Device
SMB
0.0.0.00

Enabled
syed habibunnisa@xeroxqa corm
Errors Only
Disabled
Disabled
Enobled
Enabled
23443 MB
1275 MB
Enabled
Enobled
Daily
Disabled

Disabled
Disabled
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled
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Xerox"

Accounting

ACcouin
Networ|

Securi

Authéntication Configuration

MacH
Hoy
Jofy
De!

Devi

Auth

Retrig

ng Mode:
Accounting.

Ly

ine UI Authentication:
me.

5.

ice:

e Website Authentication:
prization:

ve E-moil fiom LDAP:

Authentication Server:

Kerbag
Kerbg
Kerbg
Kerbg
SMB
SMB
Smar
Sma
Smal
Card
Card
Xerox
oot
Secu

ros Primary Realm

1os Primary Address:
ros Alt 1 Realm:

o5 Alt 1 Address.

NT Domain:

Bt 1 NT Domain.

peard Ctrl Server:

prard Ctrl Dormain
Card OCSP URL!
Reader Upgrade Policy:
Reader Fismwore Version:
Secure Access:
e ACCess Server:

e Access Path:

Audi

Log:

IP Set:

IP Filtering:

Security Certificates
Macline Certificate;
Root Certificates Installed:

802.
Job O
Schet
Schet
FIPS
TLS:
TS H
Trelli

Exten
Third &
Widget
Widget]

X2

ata Removal:
fuled.

fuled Frequency:
n40-3:

ash:

x Embedded Control:

ible Service Setup
pneration Browser:

Version:

Version;

None
Disabled

Locally on the Device
Unlocked

Unlocked

Untocked

Locally on the Device
Locally on the Device
Enabled

Disabled

0.00.0:83

00.0.0:88

0.0.0.0:443

Enabled

Disabled
D00daad

Enabled
Disabted
Disabled

Signed
83
Disabled

Disabled

Disabled

TLS1.2and TLS 4.3

SHA-1, SHA-256 ond obove
Enhanced Security

X36_3.24.23_2.40.5_011_01.00.00

¥1.3.17 ¢8 20140613
v2.5.04 99 20240123
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