Xerox® EC8131 Color MFP Configuration Report

Printed at Jun 13, 2025 12:35 PM

Xerox-

Common User Data Connectivity
Machine Nome: Xerox ECB131 Color MFP (ABICF:22) Mobile Workflows
IPv& Addless: 10.61.16.68 AirPrint Printing: Enabled
Machine perial Number: MQ5010512 Mopria Printing: Enabled
Fex LineY AirPrint / Mopria Stanning Enabled
Machine JRL. http://10.61 16.68 Authentication Required: Disabled
Machine Retivation Qate: Nov 18. 2020 21:42:12 Physical Connections
Black Impressions: 10884 USB Settings
Color Impressions: 28779 USB Type A Ports All Engbled
Total Impressions: 39663 USB Type B Port Disabled
K . Wired: Enabled
Machine Profile Ethernet MAC Address: 9c93i0e0B:eh:22
Xerax Astet Tag: Ethernet Speed/Duplex Setting auto
Customef Asset Tog Wireless: Disabled
Service Phone Number: Wireless MAC Address.
Customer Support Number Network Name (SS1D):
Supplies Phone Number: BSSID:
System Administrator Not set Secunty Mode:
Mud\megocunon: machine location not set Encryption Algorithm:
Manaded B Status:
Primary MB Se!lver: Wi-Fi Direct: Enabled
Wireless Hordwore: Not [nstalled
Machine Hardware Wi-Fi Pratected Setup™ {WPS] Name:
Arcess Paint {SSIDk
Not Pr ¢
:ax car - gLEEsem Show Password an Device Tauch Screen:
ax Menjory Size: 0 MB NFC: Disabled
E:r\:lcg:ﬁ I:: 'Sf;:? Carek: :g;g‘::;m iBeacon (Blueteoth®) for AirPrint Di... Enabled
Device Sforage Size: used»3532MB/totol+1 28035MB (SSD} e e
EPC Merpory Size: 900 MB JBeacon IP Address:
Finisher Type: Offsetting Cotch Tray
Finisher Punch: None
Finisher Folder: not present Protocols
Multi-fepd Detection Kit: Not Instalied TCP/IPva: Enabled
IPvé Address! 10.61,16.68
Generql Setup Subnet Mask; 255.255.255.0
Remote bervices: Enabled thertG_ntewu_v: . 10.61.16.1
Remote poftware Download: Enabled Automatic Addressing; DHCP
Remote pervices Trans. Time: 20045 DHCP Server: i 10611 3-223_ ]
Xerox Whrkplace Cloud Enatiled Egg:;::: E:g::tlon. I;rlus :,';Teio 06:40:46 2025
E-mail Merts: Disabled
Serr:;::le A :'n: Sold Self Assigned Address State: Enabled
Billing Irfipression Mode: Al Impressians T::eg l‘;’;fge‘i Address: P
Geogrophic Region: Western Herwsphers B ne!
G:ﬂo'[g‘ofﬁsel: - 000 Link Local Address: feB0:9e93:4eff feaBucf22
Cloning {nstallation Allowed (Encrypted Files Only) ;’53 ﬁmteélz::fm P’Eﬁ: Enabled
File Sharjn Enabled toteless ress 12 :
JBIG2 ¢ Losstess :;utele:;g:;bul Address 2:
Energy Saver anual Adcress,
Deepg E feep Disabled DHCP Addressing: Use DHCP as directed by a router
Energy) Saver Mode: Job Activated DHCP Address: fd00:0:2:116:53f1:2ec9b0A5 f3fb
Smart] Proximit.y Sensor Default Gatewoy: feB0:8afc:5dff:fe75:0282
b DUID (DHCP Unigue Tdentifier): 00010001 2fde8459¢9 34enBef22
Wake $n Arrival: Enabled DNS Settings
4 Disabled y
Blet pape s Requested Host Nome: XRXICHILEABCF22
Softwire Versions o e ame
Device Spftware: 122.043.005.15400 Mot o
Patch Vérsion: None
Multicast DNS Enabled
Networjcanroller 122.043.1:5400 Release DHCP Leases ond DNS Registrati. Disabled
UI Panel Firmware; 003.004.00000 Primary DNS Sarvar 1061716
MarkingjEngine: 030.055.000 Prefer IPv6 DNS over IPv4: Ennbled
Dacumept Feeder: 023.026.000 Bonjour:
Finisher 100,000,000 Bonjour Printer Name: Xerox ECA111 Color MFP [ABLCF 22}
Fax: ©00.000.000 HTTP: .
Scanner 016.024013 S
Machine Upgrudes: Allowed :’;ce Traffic over Secure Connection (H_. ::qmed
Last Sgecessful Upgrade: June 11, 2025 15:18:14 SNMP
i ravs SNMP v1iv2 Enabled
Madio Y | ' SNMP v3: Disabled
Tray 1: Ploin, White and A4 (290 x 297 mrm) LPR/LPD: Enabled
Tray 2: Ploin, White and A4 (210 x 297 mm) Raw 1P P inting: Enabled
Tray % Plain, White and A4 (210 x 207 mm) AW gEnnLIng: xa
Tray & Plain, White and A4 (210 x 297 mm} LDAP
Bypass Tray: Plain, White and x=530mm, y=320mm LDAF Server 1 Primary LDAP Address: 1061.23.93:389
LDAP Server 1 Search Directory Roat: cnsusers,dcitlsy 3;dcsrom
LEAP Servar 1 Secure Connection (LDA.. Disabted
LDAP Server 1 Validate Server Certificate... Disabled
SMTP
Installed Options SMTP Server: 1061.10.8:25
By Insialled Connect Encryption {TLS): Mo Ereryption
validate Server Certificate (TLS)
SMTP Authentication Type: Basic Auth with SMTP
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Xerox-

Protogols-{cont.}
POP}
POP3 Server: 00.00:110
POP3 Secure Connection (TLS): Disabled
POP3 Validate Server Certificate:
E-mail Address:
NTP: Disabled
FTP Qlient: Enabled
FTF Client Mede: Passive
Web [Services on Device: Enabled
Apps
Printing
Bannkr Sheet: Enabled
Enor fheets: Enabled
Pape| Substitutwon: Enabled
Tray Priority; 12345
Post$eript Installed
Lexel: 3
Vefsion; 302110
PCL
Vefsion: 6
Foft Name: Courier
Custem Color Tables Ennbled .
Lobel Not Installed
Fax: Mot Present
Fox nel
Fax Lyne2
Server Fax: Enabled
Repository Protocol. SMTP
Repokitory Server: 10.61,11,83:25
Repository Document Path:
WorkFlow Scanning: Enabled
Email: Enabled
Scan to Mailbox: Enabled
Storage Capacity (MB} 23443 MB
Stor Used (MB): 1279 MB
Cleanjup of Public Folders: Enabled
Cleaqup of Created Folders: Enabled
i Daily
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disobled
Nane
Disabled

Madhine UT Authentication:

bntication Configuration

Locally on the Device

Hame: Unlocked
Joks: Unlocked
Depce: Unlocked
Devide Website Authentication: Locally on the Device

Authprization:

Retri

ve E-mail from LDAP:

Lecally on the Device
Enabled

Authentication Server: Disabled

Xerox Secure Access: Disabled

Audit Log: Enabled

IP Ser: Disabled

IP Filtering: Discbled

Secunity Certificates
Madljine Certificate: Signed
RootCertificates Instatled. 53

802.1x: Disabled

Job CLatu Removal:
Schegluled: Disabled

FIPS [140-3: Disabled

TLS: TLS 1. 2and TLS 1.3
TLS Hash; SHA-1, SHA-256 and above

Trellix Embedded Control: Enhanced Security

£12017-2019 Xerox Corporation, All Rights Reserved. Xerox® is o trademork of Xerox Corporation in the Ursted States and/or other countries. Adobe ond PostScript are either registered trodemarks ar trademarks of Adobe
in the United States and/or other countries. AirPrirt, Bonjour and iBeacon are trademarks of Apple Inc., registered in the U S. and other countries. The Bluetooth® word mark is a registered trademnark owned by the
Bluetooth SI1G, Inc. and any use of such marks by Xerox 15 under license. Kerberos is a trademark of the Massachusetts Institute of Technology (MIT}. Mopnia is a trademark of Mopria Alliance, Inc. PCL = a wademark of the

Hewlett-Packord Company. Trellix is a trademark of Musarubra US LLC. Wi-Fi® and Wi-Fi Direct® are registered trademarks of Wi-Fi Alliance®. Wi-Fi Protected Setup™, WPA™, WPA2™ and WPA3™ are trademarks of
Wi-Fi Alliance®, Page 2
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Xerox-

Commpn User Data Connectivity
Maching Name: Xerox EC8131 Color MFP (ABICF.22} Mobile Workflows
1Pv4 Address: 10.61.16.68 AirPrint Printing: Enabled
Maching Serial Number: MQ5010512 Maopria Printing: Enabled
Fax Linej: AirPrint / Mopria Scanning Enabled
Maching LIRL: hup:#10.61 16,68 Authent.conion Required: Disabled
Mackhung Activaticn Date: Nov 18, 2020 21:42:12 Universal Print: Disabled
Black Impressions: 10884 Universal Print Registration Status: Mot Registered
Color Empressions. 28779 Physical Connections
Total Impressions: 39663 USB Settings
N USE Type & Poils Alt Enabled
Machine Profile USB Type B Port Disabled
Xerox Agset Tog: Wired: Enabled
Customngr Asset Tag Ethernet MAC Address. 9c:93:4e08:cf22
Service fhone Number Ethernet Speed/Duplex Setting: auto
Custamgr Support Number Wireless: Disabled
SuppliesiPhone Number: Wireless MAC Address:
Systemn Administrator: Not set Network Name (351D}
Maching Location: machine location not set BS5ID:
Manafjed By Secunty Mode: ]
Primory MB Server: Encryption Algorithm;
Status:
Machipe Hardware W‘:_Fi IDireS: 11 'Eqmll}lei -
b ireless Hordware: ot Instal
Fox Carg: poLgees Wi-Fi Protected Setup™ (WPS} Name:
Fax Merhory Size: O MB Connection Method:
Foreign fnterface Card: not present Subnet refix Addre.sr
Device HAM Size: 40%6 MB Access Poknt (SSIDY .
Device Storage Size: used-3532MB/total=128035MB (5500 Shaw Password an E)evice T
EPC Meriory Size: 900 M8 NFC: 3 Disobled
; :'i:: ok gf:ns:m"g St B iBeacon {Bluetaath®) for AirPrint Di.. Enabled
in nch. iieacon Hardware: Not Instolled
Firnsher Folder: nat present Blietomih Derrs Address
Multi-faed Detection Kit: Not Instolled Beqcon 1P Address: i
General Setup Protocols
Remote Bervices: Enabled .
Remote foftware Download: Enabled Tg’: IA'::“- _ Enchle: gl
Rermote Bervices Trans. Time. 20:45 bt N:'E:: i gl
J(eicx_w:ukplm:e Cloud Er_’abled R:u::rfﬁoutev;my 10.6.1 16..1 .
;mle” :E:.s' ?:lgbled Automatic Addressing: DHCP
-~ ; DHCP Server: 10.61.13.223
Biling Ifppression Mode: Ad4 Impressions e : o
Geograghic Region; Western Hemisphere g;g:;::::g;"’“m gl'si“b';‘ efjo 06:40:46 2025
210“!.!& onfig Report g!.sggled Self Assigned Add;ess State: Enabled
MT Offses: : ] : i
Claning nstaliation Allowed {Encrypted Files Only) T::eg 35;'329‘1 Address:
Allow Prfnt Submission of Clone Files: Disabled . : Enabled
File Shafing Enabled Link Locol Address: feB0:9e93:4eff feaB:cf22
JBIG2 Lossless Use Router Supplied Prefix: Enabted
Stoteless Global Address 1: B
Eg:;',gqef: s Disabled Stateless Global Address 2:
) L - Manual Address:
Er;erg; Sh:;:'e?oﬂf:, :Jo::,:ﬁ::lw DHCP Addressing: Use DHCP os directed by a router
P Disobled DHCP Acdress: F00.0:2:116:5361 2ecHbOAS T3
S r: Proximity S Default Gateway: feB0:8afc:5dff fe?5:e282
MaryArOXIMEY SErech QUID (DHCP Unique Identifier): 00010001 284639 34eaBef22
Wake pn Arnval: Enabled DNS Se ttings‘
Sleep gn Departure: Disabled p )
Maxintize Detection Ronge: Disabled 3‘:::39:0’:3::0’::’:‘ XRXICHILEABCF22
Software Versions Requested Domain Narme:
. Verified Domain Nome:
Device oftwore: 122,043.005.15400 Multicast DNS: Enabled
Patchygrseor: pone Release DHCP Leases and DAS Registiati. Disabled
Netword Contraller: 122.043.15400 Py s e e Pyl
U1 Pang; Firmware; 00360400000 Ahternate DNS Server 1: 1061106
User [otprface: L22 053 15500 Alternate DNS Server 2 1061715
h:!orklng Engine; 030.045.000 DNS Connection Timeout: s
Copy Controtier 122.043.1%600 Append Device Domam: Cnabled
Qo;umem Feeder. 0231026.000 Append Parent Damains: Disabled
b o DNS Domain Search List: 10.61.106. 1061 10.7. XEROXQACOM,
e o Prefer [Pv6 DNS Pyt Enabled
os: 122.005.15400 Gl TN na
Scannes 016024012 Installed Options
Software Upgrade: 122.043.15400 ~ P Tretaley
Tray & X
Tray 3:
Tray 4;
Mach(ne Upgrades: Allowed
Lost Syceessful Upgrade june 11,2025 151814
Schedyled Auto Lipgrades: Enabled
Auta Ypgrade Start Time: Daily
Auto Ypgrade Server: 10.619.116:21
Media| Trays
Troy 1: Plain, White and A4 {210 x 297 mm)
Tray 2: Plain, White and A4 {210 x 297 mm)
Tray 3: Plain, White ond A4 [210 x 297 men}
Tray & Plain, White and A4 (210 x 297 mm}
Bypass Tray: Plan, White and x=630mm, y=320mm
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Xerox® EC8131 Color MFP Configuration Report

Printed at Jun 13, 2025 12:36PM

Xerox:

Prot )
Bonjpur: Apps
jour Printes Narme: Xerox ECB131 Color MFP {AB:CF:22) Printing
HTTE: Enobled Banner Sheet: Enabled
80 SysiStart Job: Disabled
Folen Traffic over Secure Connection (H No Delets Held Inhs After 3 Dayfs) O Hourfs} 0 Minute(s)
3etute HTTP Port Number: 443 Error Sheets: Enobled
Manual Paper Substitution: Enabled
Prouy Server Address: 10.177.8.91:8080 Tray Priority: 12,345
Enabled Default Copies: 1
ure 1PP Mode: IPP and Secure IPPS Default Job Type: Normal Print

Switching:
Banner Overide:
Raw{IP Printing:
Poft Nurnber 1:
Bidirectional;
Enl of Job Timeout:
POL Switching:

LDA
LDQP Server 1 Friendly Name:

LOP Server 1 Primary LOAP Address:
LOAP Server 1 Alternate LDAP Address.
LOWP Server 1 Search Directory Root:
LDRP Server 1 Secure Connection (LDA...
LDAP Server 1 Validate Server Certificate..

SMTP
SMYP Server:

Copnect Encryption (TLS):
Vdlidate Server Certificate (YLS):
Mdx Message Size {KB)

Number of Fragments:

Topal Job Size (KB}

Job Splitting Boundary:
Ciedentials for Auto E-mails;
Credentials for Walkup User
SMTP Authentcation Type:

POP!
POIP3 Server
P{P3 Secure Connection {TLS):
E-mait Address:

PP} Validate Server Certificate:
Rereipt of E-mail via POPI:
Sepd Confirm on Request:
Intorning E-moail cover sheet

NT#:
Primary Server:
Alernate Server:

SLIIJe

FTF Client:

FTP Client Mode:

Web| Services on Device:
W3-Discovery:
W5-Discovery Multicast;
Wh-Print:

WH-Scan:

Services

Jof Monagement Extension;
ice Configuration:

Schin Submission

Schn Workflow Management.
sicn Data:

User [nterface Configuration:
EIf Proxy Configuration:
Xerox Secure Access:

EIP SNMP Configuration:
Print Submission:

Scin Template Mgmt

Mdss Storage Access.

Coyd Reader Access:
Aughentication & Accounting Canfigue...
Export Audit Log:

Treltix Embedded Contrat

bttp:/110.61.16.68:631

Enabled
Disabled
Endabied
31§
Disabled
Disabled
Enabled
9100
Disabled
300
Disabled

nantha
10.61.23.93:389
0.0.0.0-389

cn=usersdestlsl 3idc=com

Disabled
Disabled

1061.108:25
No Encryption

512

50

200000

Poge Boundary

None

None

Basic Auth with SMTP

0.000110
Disabled

Disabled
Enabled
Enabled
Disabled
0000123
0.0.0.01123
Disabled
Enabled
Passive
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabied
Enabled
Encbled

Defoult Papes Size:
Default Paper Color:
Default 2 Sided Printing;
Default Qutput Tray:
Default Qutput Color:
Default Collated Sets:
Default Stapling:
Qffsetting Between Jobs:
PostScript
Level:
Version:
Image Quality:
PCL
version:
Pitch Size:
Point Size:
Font Nome!
Lines Per Page:
Custom Color Tables
Label
Feooc:
Fax Line1:
Fax Lined:
Server Fax:
Confirmation Sheet:
Delay Start:
Repository Pratocal:
Repository Server:
Repasitory Detument Path:
Workflow Scanning:
Confirmation Sheet:
Default Repository Protocol,
Default Repasitory Seiver;
Defoult Repository Document Path:
Default Repasitory Login Credenuals:
Alt Repository Protocol;
AltT Repository Server:
AltT Repository Docurnent Path:
Altt Repository Login Credentiols;
Warkflow Poo! Pralacal:
Workflow Pool Server:
Workflow Pool Path:
Email:
Default From Address:
Cenfumation Sheet;
Auto Send to Setf;
E-mail Security:
Scan to Mailbox:
View Mailboxes by Default:
Storage Capacity (MB):
Sterage Used {MB):
Cleanup of Public Folders:
Cleanup of Created Folders:
Cleanup Time:
Scan to Home:
Friendly Name:
Workflow Name:
Auto Crecte Subdir;
Append User Nome to Path:
Aute Create User Name Dir:
Scan To:
Cloud Services.
Print From:
Saved Jabs for Reprint;
Print From USB:
Print Fram MaoilBox;
Cleud Services:

x:210mm, y+297mm
White

2 Sidea

Maon Tray

Color

Enabled

Not Availabte

Offset Between Jobs
Installed

3

ElFaRT]

Standard

&

1000

1200
Courier

64

Enobled

Not Installed
Not Present

Enabled

Errors Only
Disabled

SMTP
10.61.11.83:25

Enabled

Errges Only

SMB
10.61.23.70:445
I

Device

SMB

0.00.0:0

Device
SMB
0.0.0.0:0

Enabled
syed habibunnisa@xeroxqa.com
Errors Only
Disabled
Disabled
Enabled
Enabled
23443 MB
1279 MB
Enatded
Enabled
Daily
Disabled

Disabled
Disabled
Disabled
Encbled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled
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Xerox® EC8131 Color MFP

Configuration Report
Printed at Jun 13. 2025 12:36 PM

Xerox:

Accoupting

Accourgting Mode:
Network Accounting:

Security

Authentication Configuration
Machine Ul Authentication:
Hagme:
Jobs:
Depice:
Oevige Website Authentication:
Authbrization;
Revigve E-mail from LDAP:
Authgntication Server:
Ketbgros Primvary Realm:
Kerberas Primary Address.
Kerbgras Alt 1 Realm:
Kerbgros Alt 1 Address.
SMBNT Domain
SMB It 1 NT Dornain:
Smagcard Ctrl Server:
Smagteard Ctrl Domain:
SmoftCard OCSP URL:
Card|Reades Upgrade Policy:
Card|Reader Firmware Version:
Xerox Secure Access:
Secule Access Server
Secufe Access Path;
if Log:

ash.

Embedded Control:

ible Service Setup
Third Generation Browser:

Widgey Version:

Widget Version:

None
Disabled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locally on the Device
Locoally an the Device
Enabled

Disabled

040.0.0:88

0.0.00:88

0.0.0.0:443

Enabled

Disabled
00.0.0:443

Enabled
Disobled
Discbled

Signed
53
Disabled

Disabled

Dhsabled

TS 1.20nd TLS 1.3
$HA-1, $HA-256 and above
Enhanced Securnty

X3G_3.24.23_2.40.5_011_01.0000
v1.3.17 ¢8 20140613
v2.5.04 g9 20240123
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