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Xerox” AltaLink® B8270 MFP Configuration Report
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Xerox:

Common User Data Connectivity
Machine Ngme: Kowas Mobile Workflows
IP Address: 1061 11.49 AirPrint Printing: Enabled
Machine Serial Nurnber; 3749896026 Mopria Printing: Enobled
Fax Line1: 04489651663 AirPrint / Mopria Scanning Enabled
Machine URL: https:#/10.61.11.49 Authentication Required: Disobted
Muachine Activation Dote; May 14, 2024 12:22:20 Physical Connections
Total impressions: 447795 USB Settings
. . USB Type A Ports All Enabled
Machine Profile USE Type 6 Port Enabled
Xerox Asset Tag: Wired: Disabled
Custamer Asset Tag: Ethernet MAC Address: ed:4deci9:fh:00
Service Phone Number; 987654321 Ethernet Speed/Duplex Setting: auto
Customer Support Number; 123456789 Wireless: Enabled
Supplies Phone Number: Wireless MAC Addiess: clreer40:82:70:82
System Administrator: SRT Network Name (SSID) Xerox Lab User
Machine Location: R6A BSSID: 00:93:51:75:e0:21
Managed By Security Mode: WPA2 Persanal
Primary MB Server: Encryption Algorithm: AUTO
Stotus: Connected
Machine Hardware Wi-FiIDifect: I lfnuh:le:d
Wireless Hardware: nstal
F : UsB, 2L,
F:: fﬂnerr:or Size: 1933 MllaﬂeIs Wi-Ft Protected Setup™ (WPS) Name: Korwas
Fareign [nt:rfm:e' Cord: not present Access Point {S5100: DIRECT-Z8-Kawos
Device RAM $ize: 4096 MB szow Password on Device Tauch Screen: Et:utglec:’
Device Storage Size: used=3137MB/total=255060M8B (S50) iBeu'cun {Bluetooth®) for AirPrint i Ens:bl;!
i:&:ﬁ;n;a;?nze: g?rol c,:?i nisher 1Beacon Hardware: instolled
i ok, o Bluetooth Device Address: COE40827A83
Finisher Folder: not present iBeocon IP Address:
Multi-feed Detection Kit: Mot [nstalled Protocols
General Setup TCP/IPva: Egaabled 1
Remote Services! Enabled 1P Address: 1056111,
Remote Software Download: Enabled Subnet Mask: 23 563?1";550
Remote Services Trans, Time: 05:30 Rouler/Gateway: ll.')?-icp
Xerox Warkplace Cloud Disabled 3‘}‘_:;“:"‘: Addressing: TOATI 323
- B - isabled Erver. LI 8
:e::;: :::j ,\D,::l:e,:d DHCP Lease Expiration: Mon Apr 7 08:39:32 2025
Billing Impression Mode; AL Impressions :c:fo:: F'::::‘:;re o [E):::Ilee:
Geographic Region: Western Hermisphere S:If As:i:ned Add 55 atote:
GMT Offset: +05:30 i )
Cloning Instatlation Allawed {Encrypted Files Only) TLCF:‘ILIPvlsAdd Disabled
File Sharin Enabled L e
Jlgmz = Lasskess Use Router Supplied Prefix. Enabled
Energy Saver Stateless Glabal Address 1 o
Deep Sleep: Disabled ::::‘e'gf:gg:::s‘ Address Z;
\ ; u !
sEnelgy b l?luc!e ke DHCP Addressing: Use DHCP as directed by a router
mart Proximity Sensor DHCP Addrees
Wake on Arrval: Enabled Defauk Gateu\;oy'
iR on Denarture: Rceed DUID (DHCP Unique Identifier):
Software Versions D:JS Sf?g;gs;ume =
ueste! i
Device Software: 122.042.005.08500 venficd] oSk pinee
Patch Version: None P .
ted Do Name: Xeroxqa.com.
Network Cantroller: 122.042.08500 SZ:‘;.: Dumur::‘u::’m:'e =
Ul Panel Firmwore; 003.005.00000 Multicast DNS: Enabled
Marking Engine: 074.001.000 Release DHCP Leases and DNS Registroti.. Disabled
Dacunent Feeder 001.035.000 Primary DNS Server: 1061.10.6
Finisher; £02.006.000 Prefer IPv6 DNS aver IPve Enabled
Fax: 083021.015 Bonjour:
Scanner; 016026014 Bonjour Printer Name: Kawas
Tray & 004.009.00000 HTTP: Enobled
Machine Upgrades: Allowed .,
Last Successful Upgrade: March 31.2025 0B'3346 IF;’;“ ioHicoves Secure Connacton (.2 ::;bte 4
A SNMP
Media Trays . . SNMP v1#v2: Enabled
Tray 1 Plain, White and Legol (8.5 x 147 SNMP v3: Enabled
Tray 2/ Plain, White and Legal (8.5 x 14" LPR!LPIj‘ Enabled
Tray 3: Plain, White and Letter (8.5x 117} Raw IP P inting: e
Teay & Plain, White and A (210 x 237 mm} aw Lahrnting.
Bypass Tray: Plain, White ond Postcard {4 x '} LDAP _ . .
Tray 6: Plain. White ond A4 (210 x 237 mm} tg:: gENE' : ;"'“‘1':!;‘0;:’: :d:f::- 0.000:38%
erver 1 Seqrch Di y Root:
LDAP Server 1 Secure Connection {LDA.. Disabled
LDAP Server 1 Validate Server Certificate.. Disabled
Installed Options SMTP
Ps: Installed SMTP Server 1051 10.8:25
. Connect Encryption (TLS): iNo Encryption
Validote Server Certificate (TLS):
SMTP Authentication Type: Basic Auth with SMTP
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Xerox:

Protocols {cont.}
POP3
PCP3 Server: 0000110
POP] Secure Connection (TLS): Disqbled
POP1 Volidate Server Certificate:
£-mail Address:
NTP: Enabled
FTP Client: Enabled
FTP Client Mode: Passive
Web Services on Device: Enabled
Apps
Printing
Banner Sheet: Enabled
Eiror Sheets: Enabled
Paper Substitution; Enabled
Tray Priosity: 612,345
PostSeript Installed
Level: 3
Version: 302110
PCL
Version: ]
Font Name: Courier
Custom Color Tobles Enabled
Label Not [nstalled
Fax: Enabled/Displayed
Fax Line1: 04469651663
Fax Ling2: 04469651664
Server Fax: Enabled
Repository Piotoced: FTP
Repository Server 1061311621
Repository Document Path; 1D8.6_Corrib_Maolowi/serverfox/Kawas!
Workflow Scanning: Enabled
Email: Enobled
Scan to Mailbox: Enobled
Storage Capacity (MB): 46924 MB
Storage Used (MB): 2417 MB
Cleanup af Public Folders: Enabled
Cleanup of Creoted Folders: Enabled
Cleanup Trme: Daity
Scan to Home: Disabled
Scan To: Enabled
Cloud Services. Enabled
Print From: Enabled
Saved Jobs for Reprint: Enabled
Print From USB: Enabled
Point From MaoilBox: Enabled
Cloud Services: Enabled
Accounting
Accounting Mode: Network Accounting
Network Accounting: Enabled
Security

Authentication Configuration

Machine Ul Authentication:

Convenience Authenticotion

Home: Unlocked
Jobs: Unlocked
Dewice: Unlocked

Device Website Authentication:
Authorization:

Locally an the Device
Locally on the Device

Retnieve E-mail from LDAP: Enabled
Authentication Server: Kerberos
Xerox Secure Access: Enabled
Audit Log: Enabled
IP Sec: Disobled
IP Filtering: Disabled
Security Certificates
Machine Certificate: Signed
Root Certificates Installed: 56
802.1x: Disobled
Job Data Removal:
Scheduled:; Standord
FIPS 140-3; Disabled
TLS: TLS 1 2 only {recommended)
TLS Hash SHA-1. $HA- 256 ond above

Trellix Embedded Control:

Enhanced Security
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