Xerox” EC8136 Color MFP

Common User Data

Machine Name;

1P Address:

Machine Serial Number:
Fox Line1

Machine URL:

Machine Activation Date
Black Impressions:

Calot Impiessions.

Total Impressions:

Machine Profile

Xesox Asset Tag:

Customer Asset Tog
Service Phone Number
Cisstomer Support Number:
Supplies Phone Numbet
System Adrministiator
Maochine Lacatien:
Managed By

Prsmary MB Server:

Machine Hardware
Fax Cord:
Fax Memory S:ze
Foreign [ntesface Card:
Dewvice RAM Size.
Dewice Storoge Size:
EPC Memary Size:
Finisher Type
Finisher Punch:
Firusher Folder:
Mulu-feed Detection Kit:

General Setup

Remote Services:
Remote Software Downlaad

Remate Services Trans. Time:

Xerox Workplace Cloud
E-mail Alents:
Service Plan:
Billing Impression Made:
Geogrophic Regeon:
GMT Offset;
Clomng [nstaliotion
File Sharing
JBIG2
Energy Saver
Deep Sleep:
Energy Sover Mode:

Smart Proximity Sensor

‘Wake on Arwal
Sleep on Departure:

Software Versions
Dewce Software.
Patch Version:
Network Contraller:
LIT Ponel Firmware:
Marking Engine:
Document Feeder
Firngher
Fax:
Scanner
Machine Upgrades:
Last Successful Upgrade:

Media Trays
Troy 1
Tray 2
Tray 3
Tray 4
Bypass Tiay:

Installed Options
24

36U 3

Configuration Report
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Xerox ECB136 Calor MFP [90:A2:3C)
1061.16.222

MQ5I0507

3337

https 1106116222

Jon 14, 202501:2918

356

836

1192

Not set
maochine location not set

Embedded. 2 Lines

966 MB

mat present

4096 MB

used: 3205MB/total - 500107MB (HDDY
900 MB

BR Booklet Moker Firnshe:

2i4 Hole

mot present

Not Installed

Enabled

Enobled

17:34

Enabled

Desabled

Metered

A3 Impressions
Woestern Hermisphere
+05:30

Allowed (Encrypted Files Only)
Enabted

Lossless

Enabled
Jobr Activated

Enabled
Disabled

122.043.005.09200
None
122.043.09300
003.004.00000
030045000
023.026.000
006.003.000
002021015
016024013
Allgwed

April 16, 2025 13;18;37

Plan, White and Letter (8.5 x 117)

Plan, White ond Letter (8 5x 1171

Plam, White and A4 (210 x 297 mm}
Plam, White and Letter (85 x 117)

Plan, White ond x+1200mm, y=310mm

Installed

Connectivity

Mobile Workflows
AitPrint Printing
Mopria Printing:
AirPrint / Mopria Scanning i
Authent=ation Required:
Physical Connections
USB Settings
USE Type A Ports
USE Type B Port
Wired:
Ethemnet MAC Address:
Ethernet Speed/Duplex Setung:
Wiraless:
Wireless MAC Address:
Netwark Nome {SS1D):
BSSID:
Secunty Mode:
Enciyption Algonthm;
Status:
Wi-Fi Direct:
Wreless Hordware:
Wi-Fi Protected Setup™ (WPS) Nome:
Actesi Point (5S1D):

Show Password an Devicr Touch Sceeen:

NFC:

iBeacon (Bluetooth®) for AirPrint Di...
Beacon Hardware:
Bluetanth Device Address:
Beacon IP Address:

Protocols

TCP/IPv4:
1P Addrass:
Subnet Mask
Router/Gatewoy:
Automatss Addressing:
DHCP Server:
DHCP Lease Expiration:
BOOTP Brocdcast:
Salf Assigned Address State:
Self Assigned Address:
TCP/IPvE:
Link Lorol Address:
Use Router Supplied Prefi.
Stateless Globol Address 1:
Stateless Global Address 2:
Manual Address:
DHCP Addressing:
DHCP Address:
Defoult Goteway:
DULD {DHCP Umique [dentifier)
DNS Settings:
Requested Host Name:
Venfied Host Name;
Requested Domain Name:
Venfied Domain Name:
Multicest DNS
Release DHCP Leases and DNS Registrat
Pumary DNS Server
Prefer IPvG DNS over 1Pvé;
Bonjour:
Bonjour Printer Nome:
HTTP:
Force Traffic over Secure Connection (H...
IPP
SNMP
SNMP w12
SNMP w3
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Pnmary LOAP Address:
LDAP Server 1 Seaich Directoty Roat
LDAP Server 1 Secure Cannection (LDA...
LDAP Server 1 Volidate Server Certificate.
SMTP
SMTP Server:
Connect Encrypleon (TLS):
Valdate Server Certficate (TLS)
SMTP Authenticatson Type;

Enabled
Enabled
Enabled
Disabled

All Enabled
Enqbled

Encbled

99 34e9d02:3c
auto

Disabled

Enaobled
HNot Installed

Engbled
Enabled
Not Installed

Enabled
106116222
255.255.255.0
1061161
DHCP
10.61.13.224

Xerox-

Wed Apr 23 19.11:21 2025

Dusabled
Enobled

Dhsabled

Enobled

Use DHCP as directed by a router

XRXICIILEIDA23C

X€I0XQ0.LOm.

Enatled
Dhsabled
1061.2.16
Enabled

Xerox ECB136 Color MFP {9D:A2:3C)

Enabled
Yes
Enobled

Enabled
Disabled
Enabled
Enobled

0.0.0.0-38%

Disabled
Disabled

10612393:25
Na Encrypton

Basic Auth with SMTP



Xerox” EC8136 Color MFP

Protocols (cont.)
POP3
POP3 Server:
PQP3 Secure Connection {TLS]:

POP3 Validate Server Certificate:

Retrieve £-mail from LODAP:

106111.93110
Disabled

E-mad Address: test@ls1 3.com
NTR: Disabled
FTP Client: Enobled

FTP Client Mode: Possive
Web Services on Device: Enabled

Apps
Printing
Banner Sheet: Disabled
Error Sheets: Enabled
Paper Substitution; Enabled
Tray Pronty: 12,343
PostScript Inswalled

Level: i

Version 32710
PCL

Version; 6

Font Mame: Counigi
Custom Color Tables Enabled

Lobel: Not Instolled

Fax: Enobled/Cisplayed
Fax Line1: 337
Fax Line2: 1337

Server Fax: Enobled
Repository Protocol SMB
Repository Server 0.0.0.00
Repositary Document Path:

Workflow Scanning: Enabled

Email: Enobled

Scan to Mailbox: Enabled
Starage Capacity (MB): 23443 MB
Storage Used (MB): 1277 MB
Cleanup of Public Folders: Enabled
Cleanup of Created Folders: Enabled
Cleanup Time: Darty

Scan to Home: Disabled

Scan To: Enabled
Cloud Services: Disabled

Print From: Enobled
Saved Jabs for Repnnt: Enabled
Print From USB: Enabted
Pant From MailBox: Disabled
Cloud Services: Disabled

Accounting
Accounting Mode: None
Network Acoounbng: Dhrsabled
Security

Authentication Configuration
Machine UI Authentication: Locally on the Device

Homeg; Unlocked

Jobs: Unlocked

Device: Unlocked
Device Website Authentication Locally on the Device
Authorization; Locally on the Device

Enabled

Authentication Server: Kerberos
Xerox Secure Access: Disobled
Audit Log: Enobled
IP Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Certificate: Signed
Root Certificates Installed; S4
802.1x: Disabled
Image Overwrite
Immediote: Installed/Enabled
Scheduled: Disabled
FIPS 140-3: Disabled
TLS: TLS1.2andTLS 1.3
TLS Hosh: SHA-1, SHA-256 and above

Trellix Embedded Control:

Enhanced Secunty

Configuration Report

Printed ak Apr 16. 2025 0716 PM

Xerox-

1012017 - 2019 Xerox Corposation. All Rights Reserved, Xerox® 5 a trademark of Xerox Corporation in the Unsted Stotes and/or other countnies. Adobe and PostScript are either registered tradernasks o1 trademarks of Adobe

n the United Stotes ond/or other countries, AnPrint, Bonjour and iBeacon ore trademarks of Apple Inc.. registered in the U.5. and other countnies. The Bluetooth® ward maik is ¢ registered trademark owned by the

Bluetooth SIG, Inc. and any use of such marks by Xeiox is under license. Kerberos is o trodemark of the Massachusetts Institute of Technology (MIT) Mopria is a trademark of Mopria Alliance, lnc, PCL is o trademork of the
Hewlett-Packard Company. Trellix is a trademark of Musorubra US LLC. Wi-Feié and Wh-F. Duect® are registered trademarks of Wi-Fi Aliance®, Wh~Fi Protected Setup™, WPA™. WPAZ™ and WPA3™ are trademaorks of

Wi-Fi Alhanced=: Page 2



Xerox® EC8136 Color MFP

Common User Data
Maochine Name;
1P Address:
Machine Senal Number
Fax Linel:
Mochne URL.
Machine Activation Dote:
Black Impressions:
Color Impressions;
Total Impressians

Machine Profile
Xeiox Asset Tog:
Customer Asset Tag:
Serwice Phone Number:
Lustomer Support Number:
Supplies Phone Number:
System Adminustrator:
hachine Locotion:
Managed By

Primary MB Server

Machine Hardware
Fax Card
Fox Memory Size:
Foreign Interface Card:
Cevice RAM Size;
Dewice Stotage Size:
EPLC Memary Size:
Finishes Type:
Finishes Punch:
Firisher Falger
Multi-feed Detection Kit

General Setup
Remote Services:
Remote Software Download:
Remate Services Trans. Time
Xeirox Warkploce Cloud
E-mail Alerts
Service Plan:
Biling [mpression Mode:
Geographic Region:
Startup Config Report
GMT Offset:
Cloring {nstallatan

Allow Punt Subrmisieon of Clone Files;

File Shanng
1BIGZ
Energy Saver
Deep Sleep:
Eneigy Saver Mode:
ileep Mode Time:
Auto-0ff
Smart Proximity Sensor
Wiake on Atrival.
Steep on Departure:
Maximize Detection Range:

Software Versions

Device Softwore:

Potch Version:

Network Controlter

Ul Panel Firmware;

User [nterface:

Marking Engine:

Copy Controller:

Document Feeder:

Fiisher:

Fax:

Q5

Scanner;

Softwore Upgrade:

Teay 2:

Teay 3:

Tray &

Machine Upgrades:
Last Successful Upgrade:
Scheduled Auto Upgrades.
Auto Upgrade Start Time;
Auto Upgrade Server:

Media Trays
Tray 1:
Tray 2:
Tray 3:
Tray 4
Bypass Tray:

Configuration Report

Prnted at Apr 16, 2025 0716 PM

Xerox EC8136 Calos MFP (30:A2:3C!
10.6116.222

MQ5010507

3337

httpsif10.61.16.222

Jan 14,2025 011:2918

356

836

11942

Mot se
machine locaton not set

Embedded; 2 Linns

966 MB

not present

4096 MB

used:3205MBtotal =500107MB (HD D
900 MB

BR Booklel Maker Firusher

214 Hole

not present

Not Installed

Enabled

Enabled

17:34

Enobled

Disabled

Metered

A3 impressions
Western Hermisphere
Enobled

+05:30

Aliowed (Encrypted Files Only!
Enabled

Encbled

Lossless

Enabled

iob Activated
30 muinutes
Disobled

Enabled
Disabled
Disabled

122.043.005.09900
None
122.043.09900
003.004.00000
122.04309300
030 045.000
122 04309900
023.026.000
006.002.000
003.021.015
122.005.09810
016.024.013
122.04309900

Allowed

Apnk 16, 2025 131837
Disabled

Daily

00.0.0:21

Plain, White and Letter {8,5 x 117}

Plain, White and Letter (85x 117}

Plain, White and A4 (210 x 297 mim)
Plain, White and Letter {8.5 x 117}

Flam. White ond x=1200mm_ y- 310mm

Connectivity

Mobile Workflows
AirPrint Printing;
Mopria Printing:
AirPrint / Mopria Scanning
Authentication Required:
Universal Print:
Uriversal Pont Registration Status
Physical Connections
USB Settings
USB Type A Pails
USE Type B Port
Connectson Timeout
Wired:
Ethernet MAC Address.
Ethernet Speed/Duplex Setting:
Wireless:
Wirelest MAC Address
Network Name (5510F
BS5I0:
Securty Mode:
Encryptmn Algosithrm;
Status:
Wi-Fi Direct:
Wireless Hordwore:

Wi-F1 Protected Setup™ (WPS) Noma:

Connection Method:
Subnet Prefix Address:
Access Point (551D);

Shaw Passward on Device Touth Screen:

NFC:

iBeacon (Bluetooth®?} for AirPrint Di...

Beocon Hardware:
Bluetootlh Dewice Address:
Beacon |P Address:

Protocols

TCP/IPvi:;
IP Address:
Subnet Mask:
Router/Goteway:
Automatic Addressing:
DHCP Server:
DHCP Lease Expiration
BOOQTP Broadcast:
Selt Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Link Local Address
Use Router Supplied Prefix:
Stateless Global Address 1
Stateless Global Address 2
Manual Address:
DHCP Addrassing:
DHCP Address:
Defoult Gatewoy:
DUID (DHCP Urique [deatifier):
DNS Settings:
Requested Host Name;
Venfied Host Name:
Requested Pomain Nome:
Venfied Doman Nome:
Multicast DNS:

Releose DHCP Leases and DNS Registrati

Ptimaty DNS Server:
Alternote DNS Server 1:
Alternate DNS Server 2:
DNS Connecuon Timeaut.
Append Device Doman;
Append Patent Domains.
ONS Domain Search List:
Prefer [Pv6 DNS aver [Pvi:

Installed Options
B

Xerox-

Enobled
Enabled
Enabled
Disabled
Disabled
Not Registered

All Enabled
Enghbled

5 seconds
Enabled
9c:92:4e9di02:3c
auto

Disabled

Enabled
Not installed

Enabled
Enabled
Not Installed

Enobled

10.61.16.222

255.255 25548

13.61.16.1

DHCP

1:6113.224

Wed Apr 23 19.11.21 2025
Disabled

Enobled

Disabled

Enabled

Use DHCP as dwected by a router

XRX9C934E9DA23C
Xeruxga.Lom

Enabled

Disabled

1061.7.16

1061106

1061187

5

Enobled

Disabled

xeroxqo.com. XEROXQA.COM.
Enabled

Inssated

Paoe 1



Xerox” EC8136 Color MFP

Protocols {cont.}
Bonjour;
Bonjous Panter Name;
HTTP:
Port Number:
Fouce Traffic over Securne Commiction (H...
Secure HTTP Port Number:
Proxy Server:
Proxy Server Address:
PP
Secute |PP Mode:
PP Network Path:
SNMP
SNMP vifv2:
SNIMP v3:
LPR/LPD:
Port Number:
PDL Switching:
PDL Banner Qverride:
Raw IP Printing:
Pork Number 1
Bidirectional:
End of Job Timeout
POL Switching;
LDAP
LDAP Server 1 Friendly Name:
LDAP Server 1 Pnimary LDAP Addiess:
LDAP Server 1 Alternate LDAP Address:
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection (LDA...
LDAP Server 1 Vahdate Server Certificate
SMTP
SMTP Server
Cannect Encryption (TLS):
Validate Server Centifcate (TL5}
Max Message Size (KB}
Number of Fragments:
Total Job Size (KB
Job Sphtting Boundary:
Credenuals for Auto E-mails;
Credentials far Walkup User
SMTP Authentication Type:
POR3
POP3 Server:
POP3 Secure Connectian (TLS):
E-mail Address
POP3 validate Server Certificate:
Receipt of E-mail via POP3:
Send Confirm on Request:
Incorming E-manl cover sheet:
NTP:
Pumary Server:
Alternate Setver.
SLP:
FTP Client:
FTP Client Mode:
Web Services on Device:
WS-Discovery:
WS$-Discovery Multicast:
WS-Print:
WS-Scon:
Web Services
Copy Submussion:

Digital Certificate Management and Securi..

Extensible Service Registiotion:
Job Limits:

lob Management Extension:
Device Configuratian:

Scan Subwmission:

Scan Workflow Management:
Session Data:

User Interface Configuration;
EiP Proxy Configurotion:

Xerox Secure Access:

EIP SNMP Canfigurotion:

Print Submission:

Scan Templote Mgmit

Moss Storage Access;

Card Reader Access:
Authenticotion & Accounting Configur...
Expart Audit Log:

Trellix Embedded Conteal:

Configuration Report
Printed at Apr 16, 2025 07:16 PM

Apps
Xerox EC3136 Color MFP [9D:A2:3C) Printing
Enabled Bonner Sheet:
80 SysdStart Job:
Yes Delete Held fobs After:
443 Eror Sheets:
Manual Paper Substitution:
10.177.8.91 8080 Tray Prionty:
Encbled Default Copies:

IPP and Secure |PPS

Defoult Job Type:
nup0.61,16.222:601

Default Paper Size:
Defaulk Paper Color:

Enabled Default 2 Sided Printing:
Dhsabled Default Output Tray:
Enabled Defoult Qutput Calor:
515 Default Colloted Sets:
Disabled Defauit Stapling:
Disabled Offsetting Between Jobs:
Enabled PostScript
9100 Level;
Disabled Version:
300 Image Quality:
Disabled pCL

Version:

Pitch Size:
00.4.0:389 Point Size:
0.0.0.0:389 Font Nome:

Lines Per Page:
Disobled Custom Color Tables
Disabled Lobet:

Fou:
1061.23.93.25 Fox Linel:
No Encrypticn Fax Line2
Server Fax:
:'3‘2"0 Confumotion Sheet:
Delay Start:
300000 Repo’;ilmy Protocol:
Poge Boundary Repository Server:
:Z:: Repository Document Path:
Bosic Auth with SMTP vvc?’:"f(:lr;‘:ofcsg;?mg'
. Default Repository Protocol:

10.61.11.93110 Default Repository Server

Disabled

test@tls1 3.com Defoult Repository Dotument Path;

Alt1 Repositary Protocot

EMb:Ed Alt1 Repository Servet:

Eﬁ:l:g Alt]1 Reposttary Document Path:

Disabled Alt1 Repository Login Credentiols:

0‘;% 8123 Workflow Pool Protocol:

4000773 Workflow Paol Server:

D;uvbl ed Workflow Pool Path:

Enabled Email:

Passive Defoult From Address:

Enabled Confimation Sheet:

Enobled Auto Send to Self;

Enabled E-moil Secunty:

Enabled Scan to Mailbox:

Enakled View Mailboxes by Defauft:
Storage Copoaty IMBLL

Encbled Storage Used (MB}

Engbled Cleanup of Pubix Folders:

Enobled Cleanup of Creoted Folders:

Enabled Cleanup Time:

Enobled Scan to Home:

Enabled Friendty Nome:

Enabled WorkFlow Name;

Enabled Auta Create Subdi:

Enabled Append User Nome ta Polh:

Enabled Auto Creote User Name D

Enabled Scan To:

Disabled Cloud Servicet

Enbled Print From:

Enabled Saved Iobs for Reprint:

Enabled Pring From USB:

£nabled Prink From MailBox:

Enabled Cloud Services:

Enabled

Enabled

Enabled

Defoult Repository Lagin Credentials:

Xerox:

Disabled

Disabled

3 Doy(s) 0 Hour(s) 0 Minute(s)
Enabled

Enobled

1.23.45

1

Normal Print
%#210mm. y+297mm
White

2 Sided

Man Tray

Cola

Enabled

Mo Stople

Offset Between ol
Installed

3

3021101

Standotd

]

1000

1200
Couner

64

Enabled

Not Installed
Enabled/Displayed
337

137
Enabled
Errars Qnly
Disabled
SMB
00000

Enabled
Errors Only
SMB
00000

Device
SMB
00000

Device
SMB
00000

Encbled
test@1ls1 .com
Errors Qnly
Disabled
Disabled
Enabled
Engbled
23443 MB
1217 MB
Enabled
Enabled
Daily
Disabled

Disabled
Disabled
Disabled
Enobled
Disabled
Engbled
Enabled
Enabled
Disabled
Disabled

Page 2



Xerox” EC8136 Color MFP

Accounting
Accounting Maods
Network Actaunting

Security

Authentication Configuration

Machine Ul Authentication
Home
raby
Device.
Device Website Authentication;
Authonization:
Retrieve E-maonl from LDAP:
Authentication Server:
Kerberis Pnmary Realm:
Kerberos Pnmary Address:
Ketberos Alt 1 Realm:
Kerberos Alt 1 Address:
SMB NT Domamn:
SMB Al 1 NT Domoin:
Smartcaid Cul Server:
Smartcard Cul Doman:
SmartCard OCSP URL:
Cord Reader Uparade Policy
Cord Reader Fumwaore Version:
Xerox Secure Access:
Secure Access Server
Secure Access Poth:
Audit Log:
1P Sec:
IP Filtering:
Security Certificates
Maochme Certifizate:
Roat Certificotes Installed:
802.1x:
Image Overwrite
immediote:
Scheduted
Scheduted Frequency:
FIPS 140-3:
TLS:
TLS Hosh:
Trellix Embedded Control:

Extensible Service Setup
Third Generation Browser
Widget Version
Widget Veruen,

None
Drsabled

Locolly on the Device
Unlocked

Unlocked

Unlocked

Locally on the Device
Locolly on the Device
Enabled

Kerberos

000088

0.00.0:88

00.00uadi 3

Enobled

Disabled
0.0.00:443

Enatbled
Disabled
Disabled

Signed
54
Disabled

Installed/Enabled
Dusabled

Disabled

TS1.20nd TLS 13
SHA-1.SHA-256 and above
Enhonced Security

Configuration Report

Printed at Apr 16, 2025 07:16 Pk
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