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Xerox:

Common User Data Connectivity
Machine Name: Hello Mobile Workflows
1P Address: | 10.61.16.35 AirPrint Printing: Encbied
Machine Seriol Number; 5334205608 Mopria Printing Discavery: Encbled
Fax Line1: 3337 AirPrint / Mopria Scanning Enabled
Machine URL hatps/10.61.16.35 Authentication Disabled
Machine Activation Date: Jul 02, 2024 15:46:01 Universal Print: Disabled
Black Impressions: 2354 Universal Print Registration Siotus: Not Registered
Color Impressions: 2188 Physical Connections
Total [mpressions: 4542 USB Settings
i . USB Type A Ports All Enabled
Machine Profile USE Type B Port Disabled
Xerox Asset Tog: Connection Timeout S seconds
Customer Assed Tag: Wired: Enabled
Service Phone Number: Ethernet MAC Address: 7B:BC77:46:60:59
Custamer Support Number: Ethernet Speed/Duplex Settiy: auto
Supplies Phone Number: Wireless: Disabled
Systern Administrator: System Administratar name not set Wireless MAC Address:
Machine Location: Lab1 Network Nome {SSID):
Managed By BSSID:
Primary MP Server: Security Mode:
Encryption Algosithm
Machine Hardware Status.
i bedded: 1 Li Wi-Fi Direct: Enabled
::: ::d‘::{my Siga: 5?3 MB AL Wireless Hordware: Not Instatled
Foreign Interface Cord: nat present Wi-Fi Protected Setup (WPS) Name:
Devite RAM Size: 1984 M8 CanCETLa
Devite Storage Size: used - 3854MB/total-1 40DLMB (eMMC) S LT T o
EPC Memary Size: 187 M8 Access Paint (SSID):
Productivity Kit Not Instafled Show Passwoid on Device Touch Screen,
Finisher Type: Simple Catch Tray NFC: . X Enabled
Finisher puy%_ None iBeacon (Bluetooth®) for AirPrint Di., Enabled
Finisher Foldde: ot present iBeacon Hardware: Not Installed
Multi-feed Detection Kit: Not Installed T il Lt
iBeacon IP Address.
General Setup I Protocols
Remaote Services: | Enabled
Remote Software Download: Enabled TCP/IPvé: Enabled
Remote Services Trans, Time: 09:47 1P Address: 10.61.16.35
Xerox Workploce Cloud Enabled Subnet Mask: 255.255.255.0
E-mail Alerts: o Disabled Router/Gatewoy: 10.61.16.1
Service Plan: Neutral Automatic Addressing: DHCP
Geographic Region: . urkeown OHCP Server 10.61.13.223
Startup Config Report: - Disobled OHCP Lease Expiration: Mon Dec 2317:01:52 2024
GMT Offsetz” +0530 BOQTP Brondeast: Disabled
Cloning Instollation Allowed (Encrypted Files Only) Self Assigned Address State: Enabled
Altaw Print Submission of Clone Fites: Enabled Self Assigned Address:
Fite Sharing Enabled TCP/1PvE: Enabled
JBIG2 Lossless Link Local Address: fed0-708¢:77f febb:6059
Energy Saver Use Router Supplied Prefix: Enabled
Deep Sleep: Enabled Stateless Global Address 1: {d00:0:2-116:708¢ 7 7F £e46:6059
Energy Saver Mode: Job Activoted Stateless Globol Address 2: :
Steep Mode Timer: 120 minutes Monugl Address:
Auto-0Off- Disabled DHCP Addressing: Use DHCP g5 directed by a router
DHCP Address:
Software Versions Default Goteway: feB0:Bafc:5dff:fe75:e282
Device Saftware: 122028004.34610 e LTl
Patch Version: None DNS Settings:
Netwark Controller: 122.028.34610 Requested Host Name: XRXTBBCT 7466059
UL Panel Firmware: 62 Verified Host Nome:
User Interface: 122,028 34610 Requested Domain Nome:
Marking Engine: 230315 :E;::::s?m'“ Name: Erobied
gzrgg::'g;:;ec A | ;;ggfg.aamo Release DHCP Leases and DNS Registiati Disabled
Finisher: i 000.000.000 Primary DNS Server: 10.61.7.15
Fax: 003.021.010 Alternate DNS Seiver 1: 10.61.10.6
05: ' 230.315% Alteinate DNS Server 2: H
Scanner: 230.315 DNS Connection Timeout: 5
Software Upgrade: ) 005.007 Append Device DomoSn:. Er}uh!ed
ALTBOOT Software Upgrade: 005.007 sl 1 ICE Eeaiaed
Tray 2: R A16.84_82.3 ONS Domain Search List: XEROXQA.COM.
Troy % s A16.84_823 Prefer IPv6 DNS over 1Pyl Enabled
Troy & A1685_B23 .
Machine Upgrades: Allowed Installed Options
Lost Successful Upgrade; Oecember 16, 2024 15:22:02 Ps: Insioiled
Scheduled Auto Upgrades: Disabled
Auto Upgrade Start Time; Daity
Auto Upgrade Server: 3.0.0.0:21
Media Trays
Tioy 1: Plain, White ond Letter (8.5 x11%)
Tray 2: Plain, White and Letter (85 x 117)
Tray ¥ Ploin, White ond Letter (85 x 11°)
Tray & Plain, White and Letter (8 5 x 117}
Manuol Feeder: Plain, White and Letter (8.5 x 11°}
Bypass Tray: Plain, White and Letter (8.5 x 117}
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Xerox-

Protocols (cont.)}
Bonjour: Apps
Bonjour Printer Name; Hello Printing
HTTP: Enabled Banner Sheet: Disabled
Paut Number; 80 Sys/Start Job: Disabled
fosce Tiaffic aver Secure Connection (H.. Yes Delete Held Jobs After: 3 Day(s) 0 Hour{s) 0 Minute{s)
Secute HTTP Port Number: 443 Error Sheets: Enabled
Proxy Sesver: Disabled Paper Substitution: Enabled
Proxy Seirver Address: 0.00.0:8030 Tray Priority: 1,2.3.4,56
PP Enabled Defauit Copies: 1
Secure IPP Mode: 1PP and Secure IPPS Default Job Type: Normal Print
IPP Network Path: hetp=#/10.61.16.35:631 Default Paper Size: %=8.50 inches, y=11.00 inches
SNMP Default Paper Color; White
SNMP v1/v2: Enabled Default 2 Sided Printing; 2 Sided
SNMP v3: Disabled Default Qutput Tray: Center Tray
LPR/LPD: Enabled Default Qutput Color: Color
Port Mumber. 515 Default Collated Sets: Enobled
PDL Switching: Disabled Default Stapling: Not Available
PDL Banner Overiide Disabled Offsetting Between Jobs: No Offset Between Jobs
Raw IP Printing: Enabled Archival Marking Mode o
Port Number 1: 9100 PostScript Installed
Bidirectional: Disabled Level: 3
End of Job Timeout: 300 Version: 3021101
PDL Switching: Disabled Image Quality: Enhanced
LDAP PCL
LDAP Server 1 Friendly Name: Hello Version: 6
LDAP Server 1 Primary {LDAP Address: 10.61.23.93:389 Pitch Size: 10.00
LDAP Server 1 Alternate LDAP Address: 0.0.0.0:389 Point Size: 12.00
LDAP Server 1 Search Directory Root: cnzusersde=tls1 Jdc=com Font Name: Cowier
LDAP Server 1 Secure Cannection (LDA. Disabled Lines Per Page: 60
LDAP Server 1 Volidate Server Certificate.. Disabled Custom Colar Tables Enabled
SMTP Label: Not Installed
SMTP Server: 10.61.23.93:25 Fax: Enabled/Displayed
Connect Encryption (TLS): No Encryption Fax Linel’ 3337
Validote Seiver Certificate (TLS): Fax Line2:
Mox Message Size (KB 10240 Server Fax: Enabled
Number of ‘Fragmems: 1 Confirmation Sheet Errors Only
Total Job Size (KB): 300000 Delay Start: Disabled
Iob Splitting Boundary: Page Boundary Repository Protocol: 5MB
Credentiots for Auta Esmods Ll Repository Server: 00,000
Ciedentials for Walkup User: None Repasitory Docurnent Path:
po:gpz o 0000710 Workflow Scanning: Enabled
POP3 Secure Connection (TLS} Disabled Confpimutign Sheet Eniots Only
£-moil Address: Default Repos,tory Pratecol; Sme
Receipt of E-mail via POP3: Disabled Default Repasitory Server: 00000
Send Confirm on Request: Enabled Default Repository Document Path:
Incoming E-mafl cover sheet: Enabled Default Repository Login Credentials: Device
NTP: : Disabled Alt1 Repository Protocol. SMB
Pr;muly Server; 0.0.00:123 pa Repnsl'tuly server; el
Alernate Server: 0.0.0.0:123 o Rem:ay Doc_u Lol Pmp: . .
Y Disabled All1 Repository Login Credentials: Device
FTP Client: Erobled Workflow Pool Protocol: Sm
. ; Workflow Pool Server: 0.0.0.00
FTP Client Mode: Passive Waorkflow Pool Path:
Web Services an Device: Enabled + )
T Email: Enabled
¥ Enabled
WS-Discavery Multicast: Enabled Default From Address: test@tis13.com
WS- Print: Enobled Confirmation Sheet: Errors Only
WS- Scan: Enabled Auto Send to Self: Disabled
Web Services E-mait Secuti!y. Disabled
Copy Submission: Enobled Scan to Mailbox: Enabled/Displayed
Digital Certificate Management and Securi..  Enabled View Mailboxes by Defoull: Enabled
Extensible Service Registration: Enabled Storage Capocity (MB): 672 M8
Job Limits: Enabled Storage Used (MB); 43 MB
Job Manogement Extension: Enabled Cleanup of Public Folders: Enabled
Device Configuration: Enabled Cleonup of Created Foldeis: Enobled
Scan Submissin: Enabled LA Daily
Scan Workflow Management: Enobled Scan to Home: Disobled
session Data: Enabled Eriendly Nome:
User Interfoce Configuration; Enabled Workflow Name:
EIP Proxy Canfiguration: Enabled Auto Crente Subdir: Disabled
Xerox Secure Access: Disabled Append User Nome to Path: Disabled
EIP SNMP Configuration: Enabled Auto Create User Nome Dir: Disabled
Print Submission: Enabled Scan To: Enabled
Scan Termplate Mgmt: Enabled Cloud Services: Dizabled
Mass Storoge Access: Enabled Print From: Enobled
Card Reader Access: Enabled Saved Jobs for Reprinl Enabled
Authentication & Accounting Configud._. Enabled Print From LISB: Enobled L
Export Audit Log: Enabled Print Fram MailBlox: Disabled ey r
Treltix Embedded Control: Enabled Cloud Sevices: Disabled L P !
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Accounting
Arcounting Mode: None
Network Accounting: Disabled
Security

Authentication Configuration

Machine UI Authentication; Locally on the Device
Homa: Unlocked
Jobs: Unlocked
Device Unlocked
Dvice Wabsite Authenticat Locally on the Device
Authoiizofpn: Lecally on the Device
Retrieve E E:ll fromy | Enabled
Authentitat|fn'Sers Disobled
Kerberos Primaiy Realm: tls13.com
Kerberos Primory Address: 10.61.23.93:88
Kerberos Alt 1 Realm:
Kerberos Alt 1 Address: 000088
SMB NT Domain: test.local1234
SMB Alt 1 NT Domain: XQroxqa.com
Smartcuri:lltl m { 0.00.0:443
Smorcard Ceel L Wi
SmartCord OCSP URL:
Cord Reader Upgrade Policy: Enabled
Cord Reader Firmware Version:
Xerox Secure Access: Disabled
Secure Access Server: 0.00.0:483
Secure Access Path:
Audit Log: Enabled
1P Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Certificate: Signed
Root Certificotes Instolled. 54
802.1x: Disabled
Job Data Removal:
Scheduled: Disabled
Scheduled Frequency: Monthly
FIPS 140-3: Disabled
TLS: TS 10 TLS 11 and TLS 1.2
TLS Hash: SHA-1. SHA- 256 and above

Treltix Embedded Control:

Disabted

Extensible Service Setup

Third Generotion Browser. A3G_3.24.23_2.405 N2 01.00.00
Widget Version: v1.3.17 8 20140613
Widget Version: ¥2.5.04 g9 20240123
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