Xerox® VersalLink® C415 Color MFP Configuration Report

Printed ot Nov 13, 2024 04:51 PM

Common User Data Connectivity
Machine Name: Xeiox VersaLink €415 Color MFP (46:2.. Mobile Workflows
1P Address: 10611662 AirPrint Printing:

Machine Serial Number: ¥(Q293082 Mopria Printing Discovery:
Fax Linel: 3337 AirPrint f Mopria Scanning
Machine URL: https:#/10.61.1662 Authentication
Machine Activation Date: il 18, 2024 1705:04 Physical Connections
Black Impiessions: 749 USB Settings
Color Impressions: g USB Type A Ports
Total Impressions; 4068 USB Type B Port

. Wired:

Machine Profile Ethernet MAC Address:
Xerox Asset Tag: Ethernet Speed/Duplex Setting:
Customer Asset Tag: Wireless:

Service Phone Number: Wireless MAC Address:
Customer Support Number: Network Nome (55ID):
Supplies Phone Number: BSSID:
System Administrator: Systerm Administrotar name nat s Security Mode:
Machine Location: machine location not set Encryption Algorithm:
Managed By Stotus:

Primary MB Server Wi-Fi Direct:

Wireless Hordware:
Machine Hardware Wi-Fi Protected Setup {(WPS} Nome:
. Access Paint (SSID):

Fax Card: Embedded: 1 L
F:: Memory Size: ;3"8 M: eck Line Show Password on Device Touch Screen:

, NFC:
Foreign Interface Card: y
Derwcge RAM Size: r;g;zr:ds;n ' iBeacon {Bluetooth®) for AlrPrint Di...
Device Storage Size: used=3415MBftotal 1 4004MB (eMMC) LS e T
EPC Memory Size: 187 MB Bluetooth Device Address:
Productivity Kit: Not Instaited iEeacon iR Addises
Finisher Type: Simpli Catch Troy
Finisher Punch: None Protocols
Finisher Folder: not present TCP/1Pva4;
Mutti-feed Detection Kit: Not Instolled 1P Address:

Subnet Mask:
General Setup Router/Gotewoy:
Remote Services: Enabled Automatic Addressing:
Remote Softwore Download: Encbled e
Remote Services Trans. Time: 052 DHCP Lease Expiration:
Xesox Workplace Cloud Enabled BOOTP Broadcast:
E-mail Alerts; Disabled Self Assigned Address State:
Service Plon: Metered Self Assigned Address;
Geographic Region: unknown TCP/IPv6:
GMT Offset: +05:30 Link Local Address.
Cloning Instotlation Allowed {Encrypted Files Only) Wse Router Supplied Prefix:
File Sharing Enabled Stateless Global Address 1:
181G2 Lossless Stateless Globol Address 2:
Energy Saver Manual Addre§s.
Deep Sleep: Enabled DHCP Addressing:
Energy Saver Mode: Job Activated gHrcp “:d‘c‘;'tess'
roximity Sensor N oAt Soteway-
s$o°k:t°: roximity e ot Avalable DUID (OHCP Unigue Identifier)
Sleep on Departure: DNS Settings:
i e Requested Host Name:
Software Versions Verified Host Nome:

Device Software: 122.028.004.31210 Verified Domain Name:
Patch Version: None Multicast DNS:
et anuollel: [Le202e St Relesse DHCP Leases and DINS Registrati..
LI Panel Firmware: 6.2 Primary DNS Server:
Marking Engine: cE L) Prefer IPv6 DNS over [Py
Document Feeder: 230314 5 .
Finisher: 000.000.000 B:n]ou:. Name:
Fox: 003.021.010 CalE AL
Scanner; 230314 H:TPEr o am— ——
Machine Upgrades: Allowed force Traffic over Secure Connection {
Last Successfut Upgrade: MNovember 11,2024 13:41:41
P SNMP
Media Trays o ';f'z'
Tray 1: Plain, White and A& {219 x 297 mm} LPRIL;lj‘
Manual Feeder: Plain, White and A4 (210 x 297 mm} NP
Raw IP Printing:
LDAP
LDAP Server 1 Primary LDAP Address:
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection {LDA..,
LDAP Server 1 Validate Server Centificote...
SMTP
Installed Options SMTP Server:
PS: Instatied Connect Encryption (TLS):

Requested Domain Name:

‘Wobdate Server Certificote {TLS):

Xerox-

Enabled
Enabled
Enabled
Discbled

All Enabled
Enabled

Enabled
78:8c:77:46:20:25
auto

Disabled

Enabled
Not Installed

Enabled
Enabled
Not Installed

Enabled

10.61.16.62

256.255.255.0

10.61.16.1

DHCP

10.61.13.223

Mon Nov 18 14:39:26 2024
Disabled

Enobled

Enabled
feB0:708¢77(f:fe4b:2025
Enobled
f400:0:2:116:708¢, 77 fe46:2025

Use DHCP os ditected by a router

fe80:Bafc:Sdfffe75e282

XRX78BC77462025

Enabled
Disabled
10.61.7.15
Enobled

Xerox VersaLink C415 Color MFP {46:2..
Enabled

Yes

Enobled

Enabled
Disabled
Enabted
Enabled

0.0.0.0:389

Discbled
Disabled

10.61.10.8:25
No Encryption
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Xerox® VersaLink” C415 Color MFP

Protocols (cont.)
POP3
FOP3 Serves:

FOR3 Secure Connection {TLSk

E -mad Address:
NTP:
ETP Client:
FTP Chent Mode
Web Services on Device:

Apps

Printing
Homner Sheel:
tanr Sheets:

Paped Substituon:
Tray Prionty.
Archival Morking Mode
PostScript
Level:
Version:
PCL
Version:
Font Nams
Custom Color Tables
Lobel,
Fax:
Fox Linel:
Faox Line2:

Server Fax:

Repository Pratocol:
Repository Server:
Repository Document Path

Workflow Scanning:

Email:

Scan to Mailbox:
Starage Copooty (MB):
Siarage Used (MB)
Cieanup of Public Folders:
Cleanup of Creoted Folders.
Lieanup Time;

Scan to Home:

Scan To:

Cloud Senvices:

Print From:

Soved Jobs for Repnnt:
Print From USB:

Print From MaitBox:
Cloud Services.

Accounting
Accounting Mode:
Netwatk Accounting:

Security

Authentication Canfiguration

Machine U1 Authentication:
Home
robrs:
Deve ¢

Device Website Authentcation:

Authonizabion:

Retrieve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec:
IP Filtering:
Security Certificates

Machune Certificate:

Root Certificotes Installed:
802.1x:
lob Data Remaoval:

Sriwpdyled;

FIPS 140-3:
TLS:
TLS Hirsh

Trellix Embedded Control:

©2017-2019 Xerox Corporation. All Rights Reserved. Xerox® ond Versalink@ ase trademarks of Xerox Corposation n the Unied States andlor other countries. Adobe and PostScnpt are either registesed trademarks of

0000110
Disabled

Enabled
Enabled
Passive

Enabled

Enabled
Enabled
Enabled
5
Swedish
Instolled
3
0210

6

Couner

Encbled

Not installgd
Enablec/Ospiayed
3337

£naobled

SMB
1061.11.93:445
1

Enabled
Enobled
Enabled/Oisplayed
672 MB

85MB

Enabled
Enobled

Daily

Disabled
Enabled
Discbled
Enabled
Enabled
Encbled
Disabled
Disobled

Mo
Dscilea

Locally on the Device
Unlocked

Unlocked

Unlocked

Locally on the Devie
Locally on the Dewvice
Enabted

Kerberos

Dusabled

Enabled

Disabled

Disabled

Signed
55
Disabled

Disabled

Oisabled

TS 4.20nd TLS 1.3

SHA-1, SHA- 256 ond obove
Disabled

Configuration Report

Punted ot Nov 13, 2024 04:51 PM

Xerox:

tradernarks of Adobe in the United States andfor other countnes. AwPnnt, Bonjour and Beacon ate trademarks of Apple Inc., 1egistered in the U5, and other countnies, The Bluetcoth® ward mark rs a reqistered tiademark

owned by the Bluetooth S16. 1nc. ond any use of such marks by Xerox is under license. Kerberos 1s a uademack of the Massachusetts instaute of Technology (MI1T} Mopnio 15 o trademark of Mopria Allance, Inc. PCLis o

tradernark of the Hewlett-Packosd Company. Trellix 15 o trademark of Musarubra US LLC. Wi-Fi® ond Wi-Fi Direct® are registered trademaorks of Wi-F Adhonce®, Wi-Fi Piotected Setup™, WPA™, WPA2™ and WPA3™ are

trademarks of Wh-F1 Allionce®
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Xerox® VersaLink® C415 Color MFP

Commeon User Data
Machine Name:
IP Address:
Mochine Serial Number:
Fox Line1:
Machine URL:
Machine Activation Date:
Black Impressions;
Color Impressions:
Total Impressions:

Machine Profile
Xerox Asset Tag:
Customer Asset Tag:
Service Phone Number:
Customer Support Number:
Supplies Phone Number:
System Administrotor:
Machine Location:
Managed By

Primary MB Server:

Machine Hardware
Fax Cord:
Fax Memory Size:
Foreign Inteiface Cord:
Davice RAM Size:
Device Storage Size!
EPC Memory Size:
Productivity Kit:
Finisher Type:
Finisher Punch:
Finisher Folder;
Multi-feed Detection Kit:

General Setup
Remote Services:
Remaote Software Downlood:
Rernote Services Trans. Time:
Xerox Workplace Cloud
E-mail Alerts:
Service Plan:
Grographic Region:
Startup Config Report:
GMT Offset:
Cloning Installation
Allow Print Submission of Clone Files:
File Sharing
1B1G2
Energy Saver
Deep Sleep:
Energy Saver Mode:
Sleep Mode Timer:
Aute-0ff:

Software Versions

Device Software:

Patch Yersion;

Netwaik Controller:

UI Ponel Firmware:

User Interface:

Marking Engine:

Copy Contioller:

Document Feeder:

Finishes:

Fox:

0s:

Scanner:

Softwore Upgrade:;

ALTBOOT Softwore Upgrode:

Machine Upgrades:
Last Successful Upgrade:
Scheduled Auto Upgrades:
Auta Upgrade Start Time:
Auto Upgrade Server:

Media Trays
Tray 1:
Manual Feeder:

Configuration Report

Printed ok Nov 13, 2024 0452 PM

Xerox-

Connectivity
Xerox Versolink €415 Cotor MFP (46:2.. Mobile Workflows
10611662 AirPrint Printing:
YCQ253082 Mopria Printing Discovery:
3337 AirPrint  Mopria Scanning

https#/10.61.16.62
Jul 18, 2024170504
749

ine

4068

Systemn Administrotor nome not set
machine location not set

Embedded; 1 Line
738 MB

not present

1984 MB
used=3416MB/totals14004MB (eMMC)
187 MB

Not Installed
Simple Catch Tray
None

not present

Not Instolled

Enabled
Enabled
00:52
Enabled
Disabled
Metered
unknown
Enabled
+05:30
Allowed {Encrypted Files Only)
Enabled
Enabled
Lossless

Enabled

Job Activated
120 minutes
Disabled

122.028.004.31210
None
122028.31210

6.2

122.028.31210
2304
122.028.31210
230.314
000.000.000
303.021.010
23004

230.314

005.007

005.007

Allowed

November 11, 2024 13:41:41
Disobled

Daily

00.00:21

Plain, White and A% {210 x 297 mm}
Plain, White and A4 {210 x 297 mm}

Authentication
Universal Print:
Universal Print Registration Steus:
Physical Connections
USB Settings
USB Type A Ports
LJS8 Type B Port
Connection Timeout
Wired:
Ethernet MAC Address:
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address:
Network Name (551D}
BSSID:
Security Mode:
Encryption Algosithm;
Status:
Wi-Fi Direct:
Wireless Hardware:
Wi-Fi Protected Setup {WP5) Nare.
Connection Method.
Subnet Prefix Address:
Access Point {S51D):

Show Password on Device Touch Screen:

NFC:

iBeacon {Bluetooth®) for AirPrint Di...

iBeacon Hardware:
Bluetooth Device Address.
iBencon IP Address:

Protocols

TCP/1Pva:
IP Address:
Subnet Mask:
Router/Gateway:
Automatic Addressing:
DHCP Server:
DHCP Leose Expiration:
BOOTP Broadcast:
Self Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Supplied Prefix:
Stateless Global Address 1:
Stateless Global Address 2:
Manuol Address:
DHCP Addressing:
DHCP Addeess:
Default Gateway:
OULD (DHCP Unique Edentifier):
DNS Settings:
Requested Host Nome:
Verified Host Name:
Requested Domain Name:
Verified Domoin Name:
Multicast GMS:

Release DHCP Leoses and DNS Registrati

Pamary DNS Server:
Alternate DNS Server 12
Alternate DNS Seiver 2.
DNS Connection Timegut:
Append Device Domain:
Append Parent Domains:
DNS Domain Search List:
Prefer IPvG DNS aver [Pvd:

Instailed Options

PS;

Enabted
Enabled
Encbied
Disabled
Disabled
Not Registered

All Enabled
Enobled

0 seconds
Enobled
78:8c:77:46:20:25
cuto

Disabled

Enabled
Not Installed

Enabled
Enabled
Not Installed

Enobted

10.61.16.62

255.255.255.0

10.61.16.1

DHCP

1061.13.223

Mon Nov 18 14:39:26 2024
Disabted

Enabled

Enobled
{eB0:708C77ffed6:2025
Enabled

1d00:0:2:116:708¢:7 7FF-fe46:2025

Use DHCP as directed by a router

feB80:BafcSdif.fe75:¢282

XRX78BC7 7462025

Encbled
Disabled
1061715
1051.106

S

Enabted
Disabled
XEROXQA.COM.
Enabled

Instaled

Poupe 1



Xerox” VersaLink® C415 Color MFP

Protocols (cont.)

Configuration Report

Prnted 01 Nov 13,2024 0452 PM

Xerox:

Bonjour: APPS
Borout Pinter Name: Xetox Versalink C415 Colar MFP (46:2 Printing
HTTP: Enobled Banner Sheet Enabled
Port Number: 80 SysiStart fob: Disabled
Farce Tioff over Secure Connectizn (4 Yes Delete Held Jobs Afiar: 3 Day(s) O Hourls) 0 Minutels)
Secute HTTP Part Nurmbe: 43 Ertot Sheets: Enobled
Pioxy Server: Disebled Poper Substitition: £nabled
Piciny Server Address: 000.0:8080 Tiay Praonity 1.5
Iep Enabled Default Capies: 1
Serure [PP Mode: IPP and Secure 1PPS Defaull Job Type: Normal Print

[PP Netwaork Poyt

hupt10.61.16.62:631 Default Peper Size:

== 8,50 inches. y- 11.00 inches

SNMP {etoult Poper Color: White
SNMP v1iv2: Enobled Defoult 2 Sided Printing: 2 Sided
SNMP v3 Disabled Defoult Output Tray Center Tiay

LPRILPD: Enabled Defoutt Qutput Color: Colos
Port Number: 515 Defoult Colloted! Sets: Enabled
PDL Switching: Disabled Defoult Staphing: Not Avatlable
PDL Bonner Overnde: Disabled Offseting Between lobs No Offset Between Jobs

Raw 1P Printing: Enobled Archival Marking Made Swedish
Port Number 1: 9108 PostSeript Instolled
Bidwect-onal: Drsabled Level 3
End of lob Timenut 300 Vetsion: 3021101
PDL Switching: Drsabled Image Qualky Enhanced

LDAP PCL
LDAP Sesver 1 Friendly Name: Version: 6
LDAP Seiver 1 Pnmary LDAP Address: 0.0.0.0:389 Puch Size: 10.00
LDAP Server 1 Alternate LDAP Address. 0.0.0.0:389 Paint Size: 1200
LDAP Server 1 Search Owectary Roat Font Name: Courner
LDAP Server 1 Secure Cannecton (LDA Disabled Lines Per Fage: 50
LDAP Server 1 Validate Server Certificate Disabted Custom Color Tables Enabled

SMTP Laiyel: Noat [nstatlec
SMTP Server 1061.10.6:23% Fax: Enabled/Displayed
Connect Encryption {TLSE No Encryption FaxLinel: 3337
Vahdote Server Certificate (TLS): Fax Line2:

Max Messoge Size (KB): 10240 Server Fax: Enabied
Number of Fragments: E Confirmotan Sheet Enors Only
Total Job Size (KB): 30000c} Deloy Start- Disabled

lab Sphtting Boundory: Poge Bowndary Repository Protoco SMB
Credentiols for Auto E-mails: None Repository Server 106111 G445
Credenuals for Walkup User Mone Repository Document Path \

POP3 Workflow Scanning: Enabled
POP3 Setver: W AR Confiernation Sheet Errors Only
EOPS ISE::(;Q Cannection [TLS] Drsobled Default Repository Protocol SMB

o Tess: Default Repository Server: 0.0.000
Receipt of E-mail via POPY; LS Dafoult Regosnm; Document Path;
Send Confem on Request: Enobied Default Repasitory Login Credentiols: Device
Ircoming E-madl cover sheet: Enabled Alt1 Repository Protocal: SMB

NTP: Enobled AllY Repository Server: 00,000
Primary Server: 0'0'0'0:1 23 ALt Repository Document Path:

Alteinie Server e Alt3 Repository Lagin Credentiols: Device

SLP: Coled Workélow Poai Protacal: SMB

FTP Client: e Workilow Pool Server: 0.00.00
FTPC ent Mode: . WL Workflow Pool Path;

Web Services on Device: Enabled Email: Enabled
WS- Discovery: Enabled 5 )

efault From Address:
WS-Discovery Multicost Enabled Conf Sheet: Ercors Onl
WS- Print: Enabled onfirmation Sheet; oI5 Iy
WS-Scon: Enabled Auto $end to Self; Disabled

Web Services E-mail Se(um.y Disableg
Copy Submission: Enabled Scan to Mailbox: Enabled/Displayed
Digital Certif icate Monagement and Securi..  Enabled View Maitboxes by Defauls: Enabled
Extensible Service Regstiation: Enabled Storage Copocity (MB): (PR
P Enabled Storage Used (MB): 85 M8
Iob Management Extensiar Enabled Cleanup of Public Folders: Enabledt
Devit e Configuratian, Enabled Cleanup of Created Folders: Encblec
Scan Subrmssion: Enobled Cleanup Time; Daily
Scan Workflow Monagement Enobled Scan to Home: Drsobled
Session Data: Enabled Friendly Nome;

Uset Interface Configurotion: Enabled Workflow Nome:

EIP Proxy Configuration: Enabled Auto Cieate Subdir: Disobled
Xerox Secure Access: Disobled Append User Name Lo Path: Disabled
EIP SNMP Configuration: Enabled Auto Create Uises Nome Dir: Disobled
Print Subrnission: Enabled Scan To: Enabled

$can Template Mgmt: Enobled Cloud Services. Disabled
Moss Storage Access: Enabled Print Fram: Enabled

Cord Reoder Access: Encbled Saved Jobs for Repunt: Enabled

Authentication & Accounting Confagui. Encbled Pant From LSS Enabled

Export Audit Log Encbled Pant From MailBox Disabled
Trellix Embedded Contiol: Erabled Cloud Services: Disabled

v



Xerox” VersaLink® C415 Color MFP Configuration Report

Printed at Nov 13, 2024 04:52 PM

Xerox:

Accounting
Atcounting Mode: None
Network Accounting: Disabled
Security
Authentication Configuration
Machine UI Authentication: Locatly on the Device
Home:; Unlocked
Jobs: Unlacked
Drvice: Unlocked
Device Website Authentication: Locally on the Device
Autharization: Locally on the Device
Retrieve E-moail from LDAP: Enobled
Authentication Server: Kerberos
Kerberos Primary Realm:
Kerberos Primary Address: 0.0.0.0:88
Kerbesos Alt 1 Regim;
Ketberos Alt 1 Address: 0.00.0:88
SMB NT Domain:
SMB Alt 1 NT Domain:
Smarteard Ctel Server: 0.00.0:443
Smaortcard Ctrl Domaoin:
SmartCard OCSP URL:
Cord Reader Upgrade Policy: Enabled
Card Reader Firmwore Version:
Xerox Secure Access; Disabled
Secure Access Server: 0.0.00:443
Secure Access Path;
Audit Log: Enabled
IP Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Certificate; Signed
Root Certificates Installed: 55
802.1x: Disabled
Job Data Removal:
Scheduled: Disabled
Scheduled Frequency: Meonthly
FIPS 140-3: Disabled
TLS: TS 1.2and TL5 1.3
TLS Hash: SHA-1, SHA-256 and above

Trellix Embedded Control:

Extensible Service Setup
Third Generation Browser:
Widget Version:
Widget Version:

Disabled

X30_3.24.23_2.40.5_012_01.00.00
v1.3.17 ¢8 20140613
v25.04 9% 20240123

©2017-2019 Xerox Corporation. All Rights Reserved, Xerox® and Versalink@ ore trodemarks of Xerox Corporation in the United States andfor other countries. Adobe and PostScript are either registered trademarks or
trademarks of Adobe in the United States andfor other countries. AiPrint. Bonjour ond iBeacon are trademarks of Apple Inc., registered in the LS. ond other countries. The Bluetooth® waord mark is a !egisleled lrudgmarl:
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