Xerox” AltaLink® B8255 MFP Configuration Report

Printed ot 06 Jan, 2021 00:03

Xerox-

Common User Data Connectivity
Mochine Nome; Xerox AltoLink BE255 MFP (A2:1R.A9) Mobile Workflows
1P Address: 10.61.21,30 AirPrint Printing:

Mochine Serial Number
Fax Line1

Mrechers UEL:

Machme Activation Date:
Total Impressions:

Machine Profile

Xerox Asset Tag:
Customer Asset Tag
Service Phone Number:
Customer Support Number
Supplies Phone Number
Systen Administrotar;
Machine Lacation
Managed By

Prmary MB Server

Machine Hardware
Fax Card:
Extended Fox Card:
Fax Card Memory Size:
Forergn interface Card
Dewice RAM Size:
Device Storage Size:
EPC Memoty Size:
Finisher Type:
Ferusher Punch;
Fintsher Fotder:
Multi-feed Detection Kit;

General Setup
Remate Services:
Remote Software Download:

Remate Services Trans, Time:

Xerox Workploce Cloud
E-mail Alerts:
Service Plan
Billing Impression Mode:
Geographic Region:
GMT Offset;
Clening [nstallauon
File Shanng
1BIG2
Energy Saver
Deep Steep:
Energy Saver Mode!

Smart Proximity Sensor

Woke on Aol
Sleep an Departure:

Software Versions
Device Software:
Patch Version:
Network Contiolier
Ul Panel Firrnware:
Marking Engine:
Document, Feeder:
Finisher
Fax:
Scanner
Machine Upgrades:

Last Successful Upgrode:

Media Trays
Tray 1
Tray 2
Tray 3
Tray 4
Bypaoss Tray:

Installed Options
PS5

ZQV624005

hittps:#110.67.21.30
Jan 01, 2021 06:31:23
26

Systermn Administiator name nok set
machine location not set

not present

nat present

0 MB

not present

4096 MB

used= 4D95MB/total= 256060MB (55D
Q0 MB

Offsetting Catch Troy
None

not present

Not installed

Enabled
Enabled

06:43

Disabled
Disabled

Plon Activoted
A3 Impressicns
unknown
+0%:30
Allowed (Encrypted Fites Only)
Enabled
Lossless

Dusabled
Jotr Activated

Enabled
Disabled

121.041.004.17900
None
121.041,17900
003.004.00000
072.001.000
023.026.000
000.000.000
000.000.000
017.023.013
Allowed

famaary $, 2029 23:00:56

Tiansparency. Clear and A4 (210 x 29
Plan, White and Legol (8.5 x 1471
Ploin, White and Letter (8.5 x 117)
Plein, White and A4 {210 x 297 rnm)
Plam, White and A% (210 x 297 mm}

Insvalkied

Mapria Printing Discovery:
AicPrint / Mopria Scanning
Authentication
Physical Connections
USB Settings
Usb Type A Poris
Wired:
Etheinet MAC Address:
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address!
Network Name (551D):
BSSIO:
Security Mode,
Encryption Algorithm:
Status:
Wi-Fi Direct:
Wireless Hardware:
Wi-Fi Protected Setup (WPSH Name:
Access Point (5S10):

Show Password on Device Touch Screen:

NFC;

iBeacon (Bluetooth®) for AirPrint Di...
iBeacon Hardware;
Bloetooth Device Addrass:
1Beacon [P Address:

Protocols

TCPHPvh:
1P Address;
Subnet Mosk:
RauteriGateway:
Automatic Addressing:
DHCP Server
DHCP Lease Expiration:
BOCTP Broadcast.
Self Assigned Address State
Self Assigned Address:
TCP/IPv6:
Link Local Address:
Use Router Supplied Prefix:
Stateless Global Address 1;
Stateless Global Address 2:
Manual Address.
DHCP Addressing:
DOHCP Address:
Default Gateway:
DUID (DHCP Umigue Idenufier):
DNS Settings:
Requested Host Name;
Venfied Host Name:
Reguested Domain Nome:
Verified Domoin Name:
Multicast DNS:
Release DHCP Leases and DNS Registrats.,
Pumary DN$ Server:
Prefer 1Pv6 DNS aver 1Pvé:
Bonjour:
Bonjour Printer Name:
HTTP:
Force Traffic oves Secure Connection {H.
1PP
SNMP
SNMP v1iv2;
SNMP w3,
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server 1 Primary LDAP Address;
LDAP Server 1 Seorch Directary Root:
LDAP Server 1 Secure Connection {LDA...
LDAP Server 1 Validate Server Certificate..
SMTP
SMTP Server
Connect Encryption (TLS)
Validate Server Certificate (TLS)

Enabied
Enabled
Enabled
Disabied

All Enabled

Disabled

9¢:93:4e02:1b.09

outo

Enabled

cOee:tQ:dd 49 ce

Lob User 2

al:93.51:75:eb:cf
WPA2_PERSONAL

AUTO

Connected

Enabled

installed

XRX AL BB2SS MFP {A218A9)
DIRECT-J4-XRX AL BB255 MFP (A218
Enabled

Enabled

Enabled

Installed

COEEA40.DB.49:CF
fd00-0:2:121:c2ee:40fffedB:49¢e

Enobled

10612130
2%5.255.255.0
1061211%

DHCP

106113.223

Tue Jan 12 23,1005 2021
Disabled

Enableg

Enabled
feB0:c2ee:40ff fedB 49ce
Enabled

fd00:0:2:121:c 2ee:40fF fed8:49¢ce

Use DHCP o5 dire<ted by o router

fe80:8afy 5dff-fe75:0282

XRX9CGILEAZIBAG

Enabled
Disabled
1061715
Enabled

Xerax Altalink BB255 MFP {A2-18.A9}
Enabled

Yes

Enabted

Enabled
Drsabted
Enabled
Enabled

0000389

Disabled
Disabled

200025
No Ercryption
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Protocols (cont.)

POP3

POP3 Server. 0000110
POP3 Secure Connection (TLS): Disaobled
E-mail Address.
NTP: Enabled
FTP Client: Enabled
FTP Client Mode: Possive
Web Services on Device: Enabled
Apps

Printing
Banner Sheet: Enabled
Error Sheets: Encbled
Paper Substitution: Erabled
Tray Priority: 1.23.45
PostScript Installed

Level 3

Version, 3gnam
PCL

Versian: 6

Font Nome: Courier
Custom Color Tables Enabled

Lobel; Not Installed

Embedded Fax: not mnstolled
Fax Linel
Fox Line 2.

Server Fe: Enabled
Repository Protacol: FTP
Repository Server: 04000
Repasitary Decument Poth:

Workflow Scanning: Enabled

Email: Enabled

Scan to Mailbox: Enabled/Dnsplayed
Storage Capacity [(MBL 46978 MB
Storage Used (M8]; 2471 M8
Clearup of Public Folders: Enabled
Cleanup of Created Folders: Enabled
Cleanup Time: Daily

Scan to Home: Oisabled

Scan To: Enabled
Cloud Services: Dnsabled

Print From: Enabled
Saved Jobs for Reprint: Enabled
Print From LISB: Enabled
Print From MailBox: Disabled
Cloud Services: Chsabbed

Accounting
Accounting Mode: More
Network Accounting: Dnsotded
Security

Authentication Configuration

Machine Ul Authentication Locafly on the Device
Horme: Unlocked
jobs: Unlecked
Device: Unlocked

Device Website Authentication: Lacolly on the Dewice

Authorization. Locally on the Device

Retnigve E-mail from LDAP: Enabted
Authentication Server: Keiberos
Xerox Secure Access: Disabled
Audit Log: Enobled
IP Sec: Oisabled
[P Filtering: Disabled
Security Certificates

Machine Certificate: Signed

Raat Certificates [nstalled: 54
802.1x: Desabled
Job Data Removal:

Seheduled: Disobled
FIPS 140-3: Drsabled
TLS: TLS 1.1 and TLS 1.2

TLS Hash; SHA-1, SHA- 256 and above

Trellix Embedded Control: Enhanced Secunity



Xerox” AltaLink® B8255 MFP

Common User Data
Machine Nome
IP Address;
Maching Senial Number;
Fax Lnel
Machine URL;
Machine Activation Date;
Total [mpressions

Machine Profile

Xerox Asset Tag;:
Customer Asset Tag
Service Phone Number
Customer Support Number:
Supphes Phone Number
System Administrotor:
Muachine Location
Managed By

Primary MB Server:

Machine Hardware
Fax Card:
Extended Fox Card:
Fax Cord Memory Size:
Foreign [Imerface Card:
Device RAM Size:
Dewvice Storage Size:
EPC Memory Size:
Firusher Type:
Finisher Punch:
Finesher Foider:
Mult-feed Detectwon Kit

General Setup
Remate Services:
Remote Software Downtoad
Remaote Serwvices Trans, Time:
Xerox Workplace Cloud
E-mail Alerts:
Service Plan;
Biling Impression Mode:
Geographic Region;
Startup Config Report:
GMT Offset:
Clorung [nstallauon

Allow Print Submissioa of Clone Files;

File Sharing
1B1G2
Energy Saver
Deep Sleep:
Energy Sover Mode:;
Sleep Made Timer
Auto- G
Smart Proximity Sensor
Wake on Arrrval:
Sleep on Departure;
Moximize Detection Ronge-

Software Versions

Dewvice Softwore:

Patch Version:

Netwark Controller

UT Panel Fumware:

User Interfoce;

Marking Engine;

Copy Canteoller:

Document Feeder:

Finisher

Fax.

0s:

Scanner.

Software Upgrade:

Tray 2:

Tiay 3:

Tray &:

Machine Upgrades:
Last Successful Upgrade;
Scheduled Auto Upgrodes:
Auto Upgrode Stait Time:
Auto Upgrade Server

Media Trays
Tray 1
Tray 2
Tray 3
Tray 4.
Bypass Tray:

Configuration Report

Printed at 06 Jan, 2021 00:03

Xerox AltaLink BB255 MFP (A2:1B:A9)
1061 21.30
2QY624005

https#10.61.21,30
Jan 01,2021 06:31:23
2%

Systern Administrator name not set
machine logatien not set

not present

not present

0OMB

not present

4096 MB
used=4097MBitotals 256060MB (S50}
900 MB

Offsettng Catch Tray
Nore

not present

Not Installed

Encbled
Enabled

06:43

Cusabled
Disabled

Plan Activated
A3 Impressions
unknown
Encbled
+35:30
Allowed (Encrypted Fies Only)
Disabled
Enabled
Lossless

Disabled

Job Activated
60 minutes
Disabled

Enabled
Drsabled
Cssabled

121.041.004.37900
None
121.041.17900
003.004.00000
121,041 17900
072.001.000
121,041 17900
023.026.000
000.000.00¢
000.000.000
121.004.1790¢
017.023033
12104117900

Allowed

January 5, 2021 23:00:56
Disabled

Daaly

00.00:1

Transparency. Cleor ond A4 {210 x 29.
Plown, White and Legal [8.5 x 147)
Plawn, White ond Letter (8.5 x 117}
Plain, White and A4 {210 % 297 mm!
Plain, Whize and A4 1210 x 297 mm}

Connectivity

Mobile Workflows
AirPrint Printing;
Mopria Printing Discovery:
AirPrint / Mopria Scanning
Authentication
Universal Print:
Unversal Pring Registration Stotus:
Physical Connections
LISB Settings
Usb Type A Ports
Printing Timeout;
Wired:
Ethernet MAC Address,
£thernet Speed/Cuplex Setting:
Wireless:
Wireless MAC Address:
Network Name (SS1D):
BSSID:
Secunty Mode:
Engryption Algenthm:;
Status:
Wi-Fi Direct:
Wireless Hordware:
Wi-Fi Pratected Setup (WPS) Nome:
Connectron Method:
Subnet Prefix Address:
Access Point (S510):

Show Password on Device Touch Sereen:

NFC:

iBeacon (Bluetooth®) for AirPrint Di..

iBeacon Hardware:
Bluetaoth Device Address:
1Beacon IP Address.

Protocols

TCP/IPv4:
1P Address:
Subnet Mask
Router/Gateway:
Automatic Addressing:
DHCP Server:
DHCP Lease Expiration;
BOCTP Broadcast:
Self Assigned Address State!
Self Assigned Address:
TCP/IPv6:
Link Lacal Address:
Use Router Supplied Prefu
Stateless Global Addiess 1:
Stateless Global Address 2:
Manual Address.
DHCP Addiessing:
DHCP Addiess:
Defoult Gateway:
DUID (DHCP Unique Identfiert
DNS Settings:
Requested Host Name;
Venfied Host Name:
Requested Doman Name;
Verfied Domean Name:
Mulucast DNS;

Release DHCP Leases and ONS Registras-

Primasy DNS Server;
Alternate DNS Server 1;
Alternate DNS Server 2:
DNS Connection Timegut;
Append Device Doman;
Append Parent Damawns:
DNS Demain Search List
Prefer [Pv6 DNS over [Py4:

Installed Options

P5:

Xerox:

Encbled
Enabled
Enableg
Disubled
Disabled
Nat Registered

All Enabled

5 seconds

Disabted

9c:93Lea2ba9

outo

Enobled

c0:ee:40:d8:49:ce

Lab User 2

ali93:50:75:e6:cf
WPA2_PERSONAL

AUTO

Connected

Enabled

Installed

XRX AL B8255 MFP {421BA9)
Push Button Canfiguration (PBC)
172.27.169.0/24
DIRECT-)4-XRX AL BB255 MFP {A21B
Enabled

Enabled

Enabled

Instatled

CO:EE:40:D8:49:CF

fd00:0:2:1 21:c 2ee: 40 fedB: 4%ce

Enabled

1061.27.30
255.255.255.0

1061.211

DHCP

10.61.13.223

Tue Jan 12 23:10:05 2021
Disabled

Enabled

Enabled

feB0:c 2ee:40ff fed8:49¢ce
Enabled

Fd00:0:2:1 21:¢ 2ee:t0ff Fedd 49ce

Use DHCP as drected by a router

feB0:Bafc:5dff:-fe75:e282

XRXICIILEA21BAY

Enabted
Dusabled
1061.7.15
1061.106

5

Enabled
Disabled
XERCXQA COM,
Enabled

Irdtalied
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Protocols (cont.}
Bonjour:
Banyour Printer Narme:
HTTP:
Port Number:
Force Traffic over Secure Connection (H...
Secure HTTP Port Number
Proxy Server:
Proxy Setver Address:
1PP
Secure 1PP Mode:
PP Network Path:
SNMP
SNMP viivZ:
SNMP v3:
LPR/LPD:
Port Number;
PDL Switching:
PDL Banner Qverride:
Raw IP Printing:
Paort Number 11
Bidirectional:
End of Job Timeout:
PDL Switching:
LDAP
LDAP Server 1 Friendly Name:
LDAP Server 1 Primary LDAP Address.
LOAP Sesver 1 Alternate LDAP Address:
LDAP Server 1 Search Drrectory Root
LDAP Server 1 Secure Connecticn (LDA..
LDAP Server 1 Valdate Server Certificote..
SMTP
SMTP Server
Connect Encryptien (TLSk
Volidate Server Certificate {TLS)
Max Messoge Jize (KB
Number of Fragments.
Tatal Job Size (KB}
Job Splitting Boundary:
Credentials for Auto E-mails:
Credentials for Walkup Uses
POP3
POP3 Server:
POP3 Secure Connection (TLE
E-mail Address:
Receipt of E-mail via POP3!
Send Canfirm on Reguest
Incoming E-mail cover sheet:
NTP:
Primary Server
Alternate Server:
SLP:
FTP Client:
FTP Client Mode:
‘Web Services on Device:
WS-Discovery:
WS- Discovery Multicast.
WS-Print
W5-Scan:
Web Services
Copy Subrmission:
Digital Certificate Management and Secur
Extensible Service Registraticn:
Job Limits:
lab Monogement Extension:
Device Configuration
Scan Submission:
Scan Workflow Management
Session Data
User [nterface Configuration
EIP Praxy Configuratiar:
Xerox Secure Access
EIP SNMP Configuraticm:
Print Subrmvssion.
Scan Templote Mgrmt
Moss Storage Access
Card Reader Access:
Authentication & Accounting Canfigur
Export Audit Log:
Tiellx Embedded Controt

Printed at 06 Jan, 2021 00:03

Apps
Xerax AltaLink BB255 MFP (A2:1B:A%) Printing
Enabled Banner Sheet:
80 Sys/Start Job:
Yes Delete Held Jobs After
443 Error Sheets:
Automatic Paper Substtution:
0.0.0.0:8080 Tray Prionty;
Enobled Defaul Copies:
IPP and Secure [PPS Default Job Type:
httpf10.61,21,30631 Defoult Paper Size;
Defoult Paper Color.
Enabled Defoult 2 Sided Prinung:
Disabled Default Output Tray:
Engiled Default Qutput Color:
515 Default Collated Sets:
Disabled Default Stapling:
Disobled Dffsetting Between Jobs.
Enabled PostSeript
9100 Level:
Disabled Version:
300 Imoge Guality:
Disabled PCL
Version;
Pitch Size:
000.0:389 Point Size:
¢000389 Font Name:
Lines Per Page!
Disabled Custom Color Tables
Disabled Laobel;
Embedded Fax:
0.0.00:25 Fox Line1:
No Encryption Fax Line2:
Server Fax:
:02"0 Canfrrmation Sheet:
Deloy Start
300000 Repository Protocol:
Page Boundary Repasitory Server:
:0"9 Repository Document Fath:
Lo Workflow Scanning:
000110 Confymation Sheet:
Oisabled Default Repository Peotocol
Default Repasitory Server,
Default Repositary Document Path;
Z'_::::: Default Repository Login Credentials.
Enabled Alt} Repository Protocol:
Enobled Alt1 Repository Setver:
0000123 Alt1 Repositary Document Path
a0 0'0'1 23 Alt} Repository Login Credentsals:
D|s;ﬂ;| e Workflow Pool Protocal:
Erabled Workflow Pool Server:
; Workflow Pool Path:
Passive .
Enabled Email:
Enabled Defoutt Frorn Address.
Enabled Confurmation Sheet:
Enabled Auto Send 10 Self;
Enabled E-mail Security:
Scan to Mailbox:
Enobled View Mailbaxes by Default
Enabled Storage Copacity (MB):
Enabled Storage Used (MB):
Enabled Cleanup of Public Fohders:
Enabled Cleanup of Created Folders:
Enabled Cleanup Tirne:
Enabled Scan to Home:
Enabled Friendly Name:
Enabled Waorkflow Nome:
Enabled Auto Creqte Subdir:
Erabled Append User Name to Path:
Disobled Auto Create User Name Dnr:
Encbled Scan To:
Enabled Cloud Services:
Enabled Print From:
Enabled Saved Jobs for Repnnt.
Enabled Print Fram USB:
Enabled Print from MaiBox:
Enobled Cloud Services:

Erabled

Xerox

Enabled

Disabled

3 Dayls) 0 Hour(s) 0 Minute(s)
Enabled

Enabled

12345

1

Normal Print
x=210men, y=297mm
White

1 Sided

Main Tray

Block & White
Enabled

Nat Availoble

Offset Between Jobs
Installed

3

02110

Standard

6

1000

1200
Courier

64

Enabled

Not Installed
nat installed

Enabled
Errors Cnly
Drsabled
FTP
0.0.00:0

Enobled
Eriors Only
FTP
0.0.0.0:0

Devite
FTP
00000

Device
FTP
0.00.0:0

Enabled

Errars Qnly
Disabled
Disabled
Enabled/Displayed
Enabled
46978 MB
2471 MB
Enabled
Enabled
Daity
Disabled

Disabled
Disabled
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled



Xerox® AltaLink® B8255 MFP

Accounting

Accounting Mode:
Network Accounting:

Security

Authentication Configuration

Machine UT Authentication:
Home:
Jobs:
Device
Device Website Authentication:
Authorization;
Retnieve E-mail from LDAP:
Authentication Server:
Kerberas Primary Reolm:
Kerberos Primary Address:
Kerberos Alt 1 Realm
Kerberos Alt 1 Address:
SMBE NT Doman
SMB Alt 1 NT Bormain.
Senortcard Cerl Server
$martcord Ctrl Domain
SmaintCard OCSP URL:
Card Reader Upgrade Policy
Card Reader Firmware Version
Xerox Secure Access:
Secure Arcess Server.
Secure Access Path:
Audit Log:
IP Sec:
IP Filtering:
Security Certificates
Machine Ceuficate:
Root Certificates [nstalled.
802.1x:
Job Data Removal:
Scheduled:
Stheduled Frequency:
FIPS 140-3:
TLS:
TLS Hoshe

Trellix Embedded Control:

Extensible Service Setup
Third Generation Browser:
Widget Version:
Wdget Version:

None
Discbled

Locally on the Device
Unlocked

Unlecked

Unlocked

Locally on the Device
Locally on the Device
Enabled

Kerberos

000.0:88

0£.0.0:88

0.0.0.0:443

Enabled

Disabled
0.00.0:443

Enabled
Disabled
Oisabled

Signed
54
Dhsabled

Disabled

Manthly

Disabled

TLS11and TLS12

SHA-1, SHA-256 ond above
Enhanced Securnity

X36_324.23_2405_011_01.00.00
v1.317 cB 20140673
v2.5.04 99 20240123

Configuration Report
Printed at 06 Jon, 2021 00:03

Xerox-






