Xerox” AltaLink® B824S MFP

Protocols (cont.)
Bonjour:
Bonjour Printer Name;
HTTP:
Port Number:
Force Traffic over Secure Connection {H..
Secure HTTP Port Number
Proxy Server:
Promy Server Address:
ep
Secure [PP Made:
IPP Network Path
SNMP
SNMP v1fvZ:
SNMP v3
LPR/ALPD:
Port Number
PDL Switching:
PDL Banner Override;
Raw IP Printing:
Port Number 1;
Bidirectional:
End of Job Timeout:
PDL Switching:
LDAP
LDAP Server 1 Friendly Nome:
LDAP Server 1 Pimary LDAP Address:
LDAP Server 1 Alternate LDAP Addiess:
LDAP Server 1 Search Directary Root
LDAP Server 1 Secure Connection (LDA...
LDAR Server 1 Validate Server Certificate...
SMTP
SMTP Server:
Connect Encryption (TLS):
Vaolidate Server Certificote {TLS):
Max Message Size {KB):
Nurmber of Fragrnents:
Total Job Size KBk
Job Splitting Boundary:
Credentials for Auto E-mails;
Credentials for Walkup User:
POP3
POP3 Seever:
POP3 Secure Connection (TLS):
E-manl Address:
Receipt of E-mad via POP3:
Send Confirm on Request:
Incoming E-mail cover sheet;
NTP;
Prmary Server:
Alternate Serves
SLP:
FTP Client:
FTP Client Mode:
rvices on Device:
WS-Discovery
WS-Discovery Multicast: /"
WS-Pnint:
WS-Scan; o/
Web Services
Copy Submission;

Dignal Certificate Management and Secur...

Extensible Service Registration:
Job Limits:

Job Management Extension:
Device Configuration:

Scon Submission:

S<an Workflow Management:
Session Data:

User Imerface Configuratman
EIP Praxy Configuration:

Xerox Secure Access:

EIP SNMP Canfiguration:

Print Submission:

Scan Template Mamt:

Mass Storage Access:

Cord Reader Access:
Authentication & Accounting Canfigur
Export Audit Log:

Trellix Embedded Contiot:

Xerox Altalink BB245 MFP {AS:F 3:A1)

Enabled

80

Yes

443

Automatic
¢.004:8080

Enabled

IPP and Secure IPPS
http://10.61.9.44:631

Enabled
Disabled
Enabled
515
Disobled
Disabled
Enabled
9100
Disabled
00
Disabled

£000.0:389
0.00.0:389

Dhisabled
Disabled

10.61.23.93:25
No Encryption

10240

1

300000

Page Boundary
None

None

0.00.0:110
Disabledt

Disabled
Enabled
Enabled
Enabled
0.000:123
0000123
Disabl,
EnabIeFr‘.l:I
Passive
Enabled
Enabled
Encbled
Enabled
Enabled

Enabled
Enabled
Engbled
Enabled
Enabled
Enabted
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Encbled
Enabled
Enobled
Enabled
Enabled
Enabled
Enabled
Enabled
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Apps

Printing
Banner Sheet.
Sys/Start Job:
Delete Held Jabs After:
Error Sheets:
Paper Substitution:
Tray Prionty:
Default Copres:
Defoult Job Type:
Default Peper Stze:
Default Poper Calor:
Default 2 Sided Printing:
Defoult Qutput Tray:
Default Qutput Color:
Defauit Collated Sets:
Defautt Stapling:
Offsetting Between Jobs:
PostScript
Level:
Version:
Tmoge Quality:
PCL
Version;
Pitch Size:
Paint Size:
Font Mome:
Lines Per Page
Custom Color Tebles
Label:
Embedded Fax:
Fox Line1;
Fax Line2.
Server Fax;
Confirmation Sheet
Delay Start:
Repository Protacol
Repository Server
Repository Document Path:
Workflow Scanning:
Confirmation Sheet:
Defautt Repository Protocol:
Default Repository Server:
Default Repasitory Docurment Path
Oefault Repasitory Login Credentials:
Alt1 Repository Protocol:
Alt1 Repository Server;
Alt1 Repasitory Document Path:
Alt1 Repaository Legin Credentials:
Workflow Pool Protocol:
Workflow Pool Server:
Workflow Pool Path:
Email:
Default From Address:
Confirmation Sheet:
Auto Send to Self:
E-mail Security:
Scan to Mailbox:
View Mailboxes by Defoult:
Storage Capacity (MB):
Storage Used (MB):
Cleanup of Public Folders;
Cleanup of Created Folders:
Cleanup Tirme:
Scan to Home:
Friendly Name:
Workflow Name;
Auto Create Subdir;
Append User Name to Path:
Auto Create User Name Dir:
Scan To:
Cloud Services:
Print From:
Saved Jobs for Reprint
Pant From USB:
Print From MaitBox:
Cloud Services,

377 @
Xerox-

Enabled

Disabled

3 Day(s) © Hour(s) 0 Minute(s}
Enatled

Enabled

12345

1

Normal Pring

x=8.50 inches, y=11.00 inches
White

1 Sided

Main Tray

Black & White

Enabled

Not Available

Offset Between Jobs
Installed

3

302110

Standard

&

10.00

1200
Courier

60

Enabled

Not Instailed
not installed

Enabled

Errors Cnly
Disabled

FTP
106123950
!

Enabled

Errars Only
FTP

0.0.0.00

Device
FTP
00.000

Device
FTP
000,00

Enabled
test@tls13.com
Ertors Cnly
Disabled
Disabled
Enabled/Displayed
Enabled

45978 MB
2490 MB
Enabled
Enabled

Daily

Disabled

Disabled
Disabled
Disabled
Enabled
Dusabled
Enabled
Enabled
Enabled
Disabled
Disabled

Page



Xerox® AltaLink® B8245 MFP

Common User Data
Machine Nome:
[P Address:
Machine Serial Number:
Fax Line!:
Machine URL;
Maching Activotion Date:
Total Impressions:

Machine Profile
Yerax Asset Tag:
Customer Asset Tag:
Service Phone Number:
Customer Support Number:
Supplies Phone Number:
System Administratod:
Machine Location;
Managed By

Primory MB Server:

Machine Hardware
Fax Card:
Extended Fax Caid:
Fax Cord Memary Size:
Foreign Interfoce Cardk
Device RAM Size:
Device Storage Size:
EPC Memory Size:
Firnshes Type:
Finisher Punch:
Finisher Folder:
Multi-feed Detection Kt

General Setup
Remote Services:
Remaote Softwore Download:
Remote Services Trons. Time!
Xerox wWorkplace Cloud
E-mal Alerts:
Service Plan;
Billing impression Mode:
Gepgraphic Region:
Startup Config Report:
GMT Dffset
Cloning Installation
Allow Print Submission of Clone Files:
File Sharing
BIG2
Energy Saver
Deep Sleep:
Energy Saver Mode:
Sleep Mode Timer:
Auto-Off.
Smart Proximity Sensor
Wake on Arnval:
Steep on Departure
Maximize Detection Range:

Software Versions

Device Software:

Patch Version

Network Controller:

U1 Panel Firmware:

User Interface:

Marking Engine:

Copy Contioller;

Bocument Feeder:

Finisher;

Fax

os;

Scanner:

Software Upgrade

Troy 2

Tray 3:

Tray &:

Machine Upgrades:
Last Sucgessful Upgrade:
Scheduled Auta Upgrades:
Auto Uparade Start Time:
Auto Upgrade Server:

Media Trays
Tray 1:
Tray 2:
Tiay 3:
Tray &
Bypass Tigy:

Configuration Report
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Xerox Altalink B8245 MFP {A%F 3:A1)
10.61.9.44
ZQV624007

hetps:710.61.9.44
Jan 01, 2021 03:04:05
7113

System Adrministrator rame not sel
machine location not set

not present

not present

JMB

nat present

8192 MB
used:4195MB/otol = 256060MB 155D
1000 MB

Offsetting Catch Tray
Mg

not present

Mot [nstolled

Encbled
Enabled

13:48

Disabled
Disabled
PagePuck

A3 Impeessions
unknewn
Enabled

Q040

Allowed {Encrypted Files Only!
Disabted
Enabled
Lassless

Enabled

Job Activated
30 minutes
Disabled

Encbled
Dhsobled
Disabled

121.041,004.15100
None
121.041.15100
003.004.00000
121.041.15100
072.001.000
121.041.15100
©£23.026.000
000.000.000
000.00¢.000
12100415100
017,023.011
12104115100

Not Allowed

January 22, 2021 221259
Disabled

Daity

0.000:21

Plmn, White and A3 {297 x 420 mm)
Plawn, White ond Tabloid Qversized |
Plain, White ond A4 {210 x 297 mm]
Plan, White and Letter (8.5 x 117}
Plain, White and A5 (148 x 210 mm}

Connectivity
Mobile Workflows

AirPrint Printing:
Mopria Printing Discovery:
AirPrint / Moprio Scanning
Authentication
Universal Print:
Urwversal Print Registraton Stonus:
Physical Cennections
USB Settings
Usb Type A Ports
Psinting Timeout
Wired:
Ethernet MAC Address.
Ethernet Speed/Ouplex Setting:
Wireless:
Wireless MAC Address.
Network Name (SSID)
BSSED:
Secunty Made:
Encryption Algorithm:
Status:
Wi-Fi Direct:
Wireless Hardware;
Wi-Fi Protected Setup IWPS) Name:
Connection Methad:
Subnet Prefix Address.
Access Point (5510):
Show Password on Dewice Touch Sereen:
NFC:
iBeacon (Bluetoath®} for AirPrint Di...
1Beacon Hardware:
Bluetooth Device Address.
eacon [P Address.

Protocols

TCP/IPva:
P Address.
Subnet Mask.
Router/Gateway
Automatic Addresaing
DHCP Server:
DHCP Lease Expuation;
BOOTP Broadcast
Self Assigned Address State:
Self Assigned Address:
TCP/IPv6:
Lenk Local Address:
Use Router Supphed Prefix:
Stateless Global Address 1
Stateless Global Address 2
Manual Address:
DHCP Addressing
DHCP Address:
Defoult Gateway
DULD (DHCP Urique [dentifier);
DNS Settings:
Requested Host Nome:
venfied Host Nome:
Requested Domain Name:
Venfied Domain Name:
Multicast DNS
Release DHCP Leases and DNS Regustrati
Primary DNS Server
Alternate DNS Server 1
Altetnote DNS Server 2:
ONS Connection Timeout
Append Device Domain:
Append Parent Domains;
DNS Doman Search List;
Prefer 1Pv6 DNS aver |Pvée

Installed Options
PS:

Xerox:

Enabled
Enabled
Enabled
Disabled
Disabled
Not Registered

Al Enabled

5 seconds
Enabled

9¢9 34009301
outo

Disabled

Enabled
Not Installed

Enabled
Enabled
Net Tnstolled

Enabled

10.61.9.44
255.255.255.0

10.619.1

DHCP

1061.13.223

Fn Jan 29 22:2144 200
Disabled

Enabled

Enabled

feB0::9e9 3:4eff-feafial
Enabled

F00:0:2:109:9e9 J:4eff:fead:f3a1

Use DHCP as drected by a router
fd00:0:2:109:e484:2647:9 2f0:c e

0000001 279e0c6b9c3 34205 Jat

XRX9CIZ4LEATFIAL

Enabled
Disabled
1061715
10611320

5

Enabled
Chsabled
XERQXQA.COM
Enabled

Instoiled

Pae



Xerox” AltaLink® 88245 MFP

Protocols (cont.)

POP3
POP3 Server: 4008110
POP3 Secure Connection (TLS) Disabled
E-ma Address:

NTP; Enabled

FTP Client: Enabled
FTP Client Mode: Passive

Web Services on Device: Enabled

——

Apps

Printing
Banner Sheet: Enabled
Error Sheets: Enabled
Paper Substitution: Enabled
Tray Priority: 12,345
PostScript Installed

Level; 3

Version: 302110
PCL

Version; 6

Font Name: Courier
Custom Color Tables Enabled

Label; Not Installed

Embedded Fax: ot installed
Fax Linet:

Fax Line2:

Server Fax: Enabled
Repository Protocol: FTP
Repositary Server: 1061 239321
Repository Dogument Path; !

Workflow Scanning: Enabled

Email: Enabled

Scan to Mailbox: Enabled/Displayed
Storage Capacity (MB); 46978 MB
Storage Used (MB}): 2490 MB
Cleanup of Public Folders. Enabled
Cleanup of Created Folders: Enabled
Cleanup Time: Dardy

Scan to Home: Disobled

Scan To: Enabled
Cloud Services: Disabled

Print From: Enabled
Saved Jobs for Reprint; Enobled
Print From Us8: Enabled
Print From MailBox: Disabled
Cloud Services: Disabled

Accounting
Accounting Mode: Nene
Network Accounting: Disabled
Security

Authentication Configuration

Machine Ul Authentication: Locally on the Device
Home: Unlocked
Jobs: Unlocked
Device: Unlocked

Device Website Authentication:
Authorization:

Locally gn the Device
Lacolly on the Device

Retrieve E-mail from LDAP: Enabled
Authentication Server: Ketberos
Xerox Secure Access: Disabled
Audit Log: Enabled
IP Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Centificate: Signed
Root Certificates Enstalled: 54
802.1x: Disabled
Job Data Removal:
Scheduled. Disabled
FIPS 140-3: Disabled
TLS: TLS 11 and TLS 1.2
TLS Hash: SHA-1, SHA-256 and above

Trellix Embedded Control:

Enhanted Secuwity

Configuration Report
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Xerox® AltaLink” B8245 MFP

Common User Data
Machine Name:
IP Addiess
Machine Senal Number
Fax Linel:
Machine URL;
Mochune Activation Date:
Totol Impressions:

Machine Profile
Xerox Asset Tag
Custamer Asset Tag
Service Phone Number
Custormer Support Number:
Supphes Phone Number:
Systern Administratos
Machine Location:
Managed By

Primary MB Server

Machine Hardware
Fax Card:
Extended Fax Card:
Fox Cord Memory Size:
Foreign [ntesface Card:
Dewce RAM Size:
Device Storage Size:
EPC Memary Size'
Firusher Type:
Fimisher Purch:
Firusher Folder
Multi-feed Detection Kit

General Setup
Remote Servites:
Remote Software Download.
Remote Services Trons, Time:
Xerox Waorkplace Cloud
E=mail Alerts:
Service Plan:
Biling [mpressian Mode:
Geographic Region:
GMT Offset:
Claning [nstollation
Fie Sharing
JBIG2
Energy Saver
Deep Sleep:
Energy Sover Mode:
Smart Proximity Sensor
Woke on Arnival:
Sleep on Departure;

Software Versions
Device Software:
Patch Version:
Network Controller:
U1 Panel Fumware:
Marking Engine:
Dacument Feeder:
Finisher:
Fox:
Scanner:
Machine Upgrades:

Last Successful Upgrade:

Media Trays
Tray 1:
Tray 2:
Troy 3:
Tray 4
Bypass Tiay:

Installed Options
Ps

Configuration Report
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Xerox AltaLink 88245 MFP {A9FIAL
10.61.9.44
2Qv624007

https:#10.619.44
lan 01, 2021 §0:04:05
71

System Adrministrator name not set
machine locaiien not set

not present

not present

O MBE

ngt present

8192 MB
used=4195MB/total : 256060MB (550
1000 MB

Qffsetting Catch Tray
Nane

not present

Not Instolled

Enabled
Enabled

13:48

Disabled
Dhsabled
PogePack

A3 lmpressions
unknown
0000

Allowed [Encrypted Files Only]
Enabled
Lossless

Enabled
lob Activated

Enabled
Orsabled

121.041.004.15100
None
121.041.15100
003.004.00000
{72.001.000
023026.000
000.000.000
030.009.000
017023011

Not Allowed
lanuory 22, 2021 2271259

Plain, White and A3 {297 1 420 mm)
Plain. White and Tabloid Oversized |
Plain, White and A4 (210 x 297 mmj
Plan, White and Letter (8.5 x 117
Plain, White and A5 (148 x 210 mm}

Irsnglled

Connectivity

Mobile Workflows
AirPrint Printing:
Mopria Printing Discovery:
AirPrint / Mopria Scanning
Authentication
Physical Connections
USE Settings
Ush Type A Ports
Wired:
Ethernet MAC Address;
Ethernet Speed/Duplex Setting:
Wireless:
Wireless MAC Address!
Netwoik Name {S51Dk
BSSID:
Secunty Mode:
Encrypuion Algonithm
Status:
Wi-Fi Direct-
Whreless Hordwaore
Wi-Fi Protected Setup (WPS) Name
Access Point (SSID!
Show Password on Device Touch Screen:
NFC
iBeacon (Bluetooth®) for AirPrint Di
Beacon Hardware
Bluetooth Device Addeess.
\Beacon EP Address:

Protocols

TCP/IPva4:
IP Address:
Subnet Mask:
RouteriGateway:
Automatic Addressing
DHCP Sever:
OHCP Lease Expiration:
BOQTP Broadcost;
Self Assigned Address State:
Self Assigned Address:
TCP/IPvE:
Link Locol Address
Use Router Supplied Prefix:
Stateless Globol Address 1
Stateless Global Address 2:
Manual Address:
DHCP Addressing:
DHCP Address:
Defoult Goteway:
DUID (DHCP Umque Identifier)
DNS Settings:
Requested Host Name:
Venfred Host Nome:
Requested Domain Nome:
Verified Domain Nome:
Multicast DNS:
Release DHCP Leases ond DNS Registrati
Primory DNS Server
Prefer EPvb DNS over [Pvd
Bonjour:
Bonjour Printer Name:
HTTP:
Force Tioffic over Secure Connection (H
1PP
SNMP
SNMP viiv2:
SNMP v 3
LPR/LPD:
Raw IP Printing:
LDAP
LDAP Server * Buimory LDAP Address:
LDAP Server 1 Search Dwectory Root
LDAP Server 1 Secure Cannection {LDA..,
LDAP Server 1 Valdate Server Certificate.,
SMTP
SMTP Server:
Connect Encryplion (TLSE
Vohdate Server Certificate {TLS1:

Xerox:

Enabied
Enabled
Enobled
Dhsabled

All Enabled
Enabled
9¢:93:4e:09:f 301
aute

Oisabled

Enabled
Not Enstalled

Enabled
Encbled
Not Instalied

Enabled

10.61.9.44
255.255.255.0

10.61 91

DHCP

10.6113.223

Fis Jan 29 22:21:44 201
Dhsabled

Enabled

Enabled

fe80:-Ge9 3:4eft-fead flal
Encbled

£d00:0:2:109:9e9 3:4eff fead: 301

Use DHCP as directed by a router
fd0¢:0:2109:04B4:26d7 92§0:c e

HO010001279e0cBb9c$3headf 3ol

XRXSCOI4EAGF IAT

Enabled
Disabled
1061715
Enabled

Xerax AltaLink B8245 MFP {AS:F3.AT]
Enabled

Yes

Enobled

Enabled
Disabled
Enobled
Enabled

0.00.0:389

Dnsobled
Dusabled

1061.2393:25
No Engryption



