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Protocols {cont.)

POP3
POP3 Server; 0.00.0:110
POP3 Secure Connection (TLS)k Disabled
E-mail Address:

NTP: Enabled

FTP Clent: ™ Enabled
FTP Client Made: " Possive

Web Services on Device: Enabled

Apps

Printing
Banner Sheet Enabled
Ertor Sheets: Enabled
Paper Substitution: Enabled
Tray Prionty: 12345
PostScript Instatled

Level: 3

Version: 3021101
PCL

Version: 6

Font Nome: Courier °
Custom Color Tables Enabled

Lobel Nat Installed

Embedded Fax; ot instalied
Fax Linel:

Fox Line2:

Server Fax: Enabled
Repository Pratocal: FTP
Repository Serven: 106%.23.9321
Repository Document Path: i

Workflow Scanning: Enabted

Email: Encbled

Scan to Maitbox: Enobled/Displayed
Starage Capacity (M8 46978 MB
Storage Used {MB: 2430 MB
Cleanup of Public Falders. Enabled
Cleanup of Created Folders: Enabled
Cleanyp Time: Daily

Scan to Home: Disabled

Scan To: Enabled
Cloud Servicas: Disabled

Print From: Enabled
Saved Jobs for Reprmt; Enabled
Print From US8: Encbled
Print From MailBox: Disabled
Claud Services: Disabled

Accounting
Accounting Mode: None
Network Accounting: Disabled
Security

Authentication Configuration

Machine UI Authentication:

Locally an the Device

Home: Unlocked
Jobs; Unlocked
Davice: Unlocked
Device Website Authentication: Locatly on the Device
Authortzation: Locally on the Device
Retrieve E-mail from LDAP: Enabled
Authentication Server: Kerberos
Xerox Secure Access: Disobled
Audit Log: Enabled
IP Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Cestificate: Signed
Root Certificates Installed: 54
802.1x; Disabled
Job Data Removal:
Scheduted. Disabled
FIPS 140-3: Disabled
TLS: TLS1.1and TLS 1,2
TLS Hosh SHA-1. SHA-256 ond above

Trellix Embedded Control:

Enhanced Secunity

571694
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Xerox” AltaLink” B8245 MFP

Protocols (cont.)
Bonjour:
Bonpour Printer Name:
HTTP:
Port Number:
Ferce Traffic aver Secure Connection {H_.
Secure HTTP Port Number:
Proxy Server:
Proxy Serves Address:
1PP
Secure IPP Mode:
1PP Network Path:
SNMP
SNMP v1jv2:
SNMP v3:
LPRALPD:
Port Number:
PDL Switching:
POL Banner Quarrida:
Raw IP Printing:
Port Number 1:
Bidirectional:
End of Job Timeout:
POL Switching
LDAP
LDAP Server 1 Friendly Nome:
LDAP Server 1 Pnmary LDAP Address:
LDAP Server 1 Alternate LDAP Address:
LDAP Serves 1 Search Directory Root.
LDAP Server 1 Secure Connecuion (LDA...
LDAP Server 1 Validate Server Certificate.
SMTP
SMTP Server:
Connact Encryption iTLS):
Vahdate Server Cerntificate [TLSk
Max Message Size (KBJ
Number of Fragments:
Total Job Stze (KB):
Job Sphttng Boundary;
Credentials for Auto E-mails.
Credentials for Walkup User:
POP3
POP2 Server:
POP3 Secure Connection (TLS):
E-maif Address:
Receipt of E-mail via POP3:
Send Confirm on Request
Incoming E-mail cover sheet
NTP:
Prirnary Server:
Alternate Server;
SLP:

FTP Client: /"
— e~

Web Services on Device:
WS-Discovery:
WS-Dscovery Multicast;
WS-Pnnt:
WS-Scan:

Web Services
Copy Subrnission;
Digitel Certificote Management and Secur:
Extensible Service Registration:
Job Limits:
Job Manegement Extension:
Devsce Configuration:
Scan Submission:
Scan Workflow Monagement:
Session Data:
User Interface Configuratian:
EIP Proxy Configuration
Xerox Secure Access:
EIP SNMP Configuration:
Print Submussion;
Scan Template Mgmt:
Mass Storage Access:
Card Reader Acgess,
Authentication & Accounting Canfigur...
Export Audit Log;
Trellix Embedded Cantral:
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Apps
Xerox AltoLink BB245 MFP (A9:F3:A1} Printing
Enabled Baonnes Sheet.
30 Sys/Start Job:
::&3 Delete Held Jobs After
Euror Sheets:
Automnatc Paper Substitution:
0.0.0.0:8080 Tray Priority;
Enabled Default Copres:
IPP and Secure IPPS Cefault Job Type:
http:#10.61.9.44:631 Default Paper Size:
Default Paper Color:
Enabled Default 2 Sided Printing:
Disabled Default Output Tray:
::u;bled Default Output Color:
Default Collated Sets:
Disabled Defoult Stapling:
Disabled Offsetting Between Jobs:
Enabled PostScript.
9100 Level:
Disabled Version:
360 Image Quality:
Disabled PCL
Version;
Pitch Size:
g gggg:: Point Size;
090 Fent Mome:
Lines Per Page:
g!sa::z Custom Color Tabiles
1sa Label:
1061.2393.25 E';T,':f,ﬁ,'ﬁe" g
No Encryption Fax Line:
:02"0 seC:vn::m'::t:::r; Sheet:
Delay Start:
gggeog?:undm Repository Protocol:
e ¥ Repository Server:
None Repository Document Path:
Workflow Scanning:
- Confirmation Sheet;
000110
; Default Repasitory Protecol:
Disobled Default Repository Servar:
Disabled Default Repasitory Docurmnent Path;
Enabled gle:o:u Re;:osntc;ry Lug;ln Credentigis;
t1 Repository Protocol:
::::3 Alt1 Repository Setver:
0000423 Alth Reposftory Dacument Path;
0.0.0:001 23 Alt1 Repositery Login Credentials:
Disabled \:‘;or:::ow :oo: :;otocol:
erkflow Pool Server;
::‘:::: Workfiow Pool Path:
Enabled Email:
Enobled Default From Address:
Enabled Confirrnation Sheet:
Enabled Eum Send to Self:
~mait Security:
. Scan to Mailbox:
Enabled View Mailboxes by Default,
Enabled Sterage Capacity (MB):
Enabled Storoge Used {MB):

! Cleanup of Public Folders,
:::;x Cleanyp of Created Folders:
Enabled Cleanup Time;

Enabled Scan to Home:

Enabled Friendly Name:

Enabled Workflow Name:

Enabled Auto Create Subdir

Enabled Append User Name to Path:
Disablted Auto Create User Name Dir:
Enabled 5can To:

Enabled Cloud Services:

Enabled Print From:

Enabled Saved Jobs far Reprint:
Encbled Print From USE:

Enobled Print From MailBox:
Enabled Cloud Serviges:

Enobled

21699

Xerox-

Enabled

Disabled

3 Day(s) & Hour(s) 0 Minute(s)
Enabled

Engbled

1,23.4,5

1

Normal Print

%28.50 inches, y=11.00 inches
White

1 Sided

Main Tray

Black & White

Engbled

Not Available

Offset Between Jobs

Instatled

E)

3021

Standard

[}

10.00

1200
Courier

60

Enabled

Not Installed
net instolted

Enobled

Errors Cnly
Disabled

FTP
10.61.23.93:1
2

Enabled

Errors Only
FTP

0.0.0.00

Device
FTP
0.00.0:0

Device
FTP
0.0.00:

Enabled
test@tls13.com
Errars Only
Disabled
Disabled
Enabled/Displayed
Enabled

46378 MB
2490 MB
£nabled
Enobled

Daily

Disabled

Disabled
Disabled
Disobled
Enabled
Disabled
Enagbled
Encbled
Enabled
Disabled
Disabled
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