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Installing the Xerox Generic Root Certificate Authority Certificate

In the default configuration, this device utilizes a Xerox CA signed Xerox Device Certificate for TLS encryption to the device web page. For security,
sensitive device web pages, including those where passwords are configured, use TLS encryption.

Client browsers verify the validity of the Xerox Device Certificate used for TLS encryption. Part of the validation includes verifying that the Xerox Device
Certificate is trusted, or in other words verifying the ‘chain of trust’ for the certificate. To establish the ‘chain of trust’, the root certificate of the signing
CA (i.e. the Xerox Generic Root Certificate Authority) needs to be installed and trusted within each browser.

Notes

« |f the ‘chain of trust’ cannot be validated by the client browser, then browser certificate errors may occur when accessing secure web pages.
Although the user can allow an exception one-by-one for each Xerox device, it is easier if the Xerox Generic Root Certificate Authority Certificate
is permanently added.

o The Remote Control Panel may not work with some web browsers when the temporary browser exception is used. In most cases the browser will
appear as if it is unable to connect to the device Remote Control Panel. Installing Xerox Generic Root Certificate Authority Certificate will resolve
this issue.

« Once the Xerox Generic Root Certificate Authority Certificate is installed and trusted for one Xerox device, then all of the Xerox devices that
leverage this root CA will connect without errors.

Below are several ways to install the Xerox Generic Root Certificate Authority for both personal & multiple computers.

Installing the Xerox Generic Root Certificate Authority for Personal Computer
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